
Penetration Test Report  

CONFIDENTIAL 

 
Report: crAPI Websecurity Test — Executive 
Findings​
 Client: AfricaHackon​
 Prepared by: Squad 9​
 Date: 20th October 2025​
 Test window: 10th October 2025 — 20th 
October 2025​
 Distribution: Authorized personnel only 

 

 

 

 

 

 

 



EXECUTIVE SUMMARY 

We tested the crAPI web App and API to find security problems a real attacker could use. 
We found several serious issues that let one logged-in user view or change another user’s 
data, manipulate orders/payments, bypass authentication, and execute database attacks. 
The most urgent problems let attackers see other users’ personal data and impersonate 
accounts. Evidence (request/response captures and screenshots) is attached on the 
appendices.  



 

SCOPE AND RULES OF ENGAGEMENT 

In-scope: All crAPI web app pages, all crAPI API endpoints, and actions performed with all 
accounts (Jux, Baba). Given it is a test environment you are allowed to affect all users in 
your local environment setup(crAPI local setup guideline).​
Rules: non-destructive PoCs only, tests during agreed window, immediate stop if 
production impact risk identified. 

METHODOLOGY & TOOLS 

Recon → automated discovery → manual verification → safe Proof-of-Concepts (PoCs) → 
reporting.​
Main tools: Burp Suite (intercept/repeat/intruder), curl, browser dev tools, non-destructive 
sql/no-sql checks. All PoCs were performed against test accounts and documented. 

FINDINGS 

1) Broken Object Level Authorization (BOLA / IDOR) 

Severity: Critical​
Affected: GET /vehicles/{vehicle_id} and community pages exposing vehicle IDs​
PoC: Change your request’s vehicle_id to another user’s ID (e.g., Jux → Baba) and the server 
returns that other user’s vehicle details (VIN, location, owner email). Captures show 
successful access. 

 Impact: Any logged-in user can read other customers’ personal data and live locations.​
 Remediation: Enforce server-side ownership checks: verify the authenticated user is 
allowed to access the requested resource. Never trust client-supplied IDs. 

2) JWT token tampering / unsigned token acceptance 

Severity: Critical / High​
Affected: JWT-authenticated endpoints (dashboard/admin data)​
PoC: Modify JWT header alg to none, remove signature, and change sub to another user’s 
email — the server accepted the token and returned higher-privilege data. 

Impact: Full account impersonation and potential admin takeover.​
Remediation: Reject unsigned tokens, accept only approved algorithms, validate 
signatures and token claims (issuer, audience), and rotate keys. 



 

3) Mass assignment / Business-flow manipulation  

Severity: High​
Affected: Purchase/order endpoints (quantity, price, status, refund fields)​
 PoC: Modified JSON fields in order requests (quantity, status) and observed changed 
balances, refunds, and order states; created orders with manipulated totals. Evidence 
shows balance increases from manipulated values. 

Impact: Financial fraud (free items, inflated balances, unauthorized refunds).​
Remediation: Server must compute and enforce prices and totals; ignore or block 
client-supplied protected fields (status, price, balance). Validate and recalculate server-side. 

4) NoSQL / SQL Injection (database injection) 

Severity: High​
 Affected: Coupon input, shop fields, other user inputs​
 PoC: Submitted NoSQL payload ({"$ne":1}) and SQL payloads (' OR 1=1--) and observed 
database-driven changes; select version() indicates PostgreSQL 14.19. 

 Impact: Data disclosure, tampering, or full database compromise.​
 Remediation: Use parameterized queries/ORM-safe APIs, validate and sanitize inputs, 
apply least-privilege DB credentials, and add query logging/alerting. 

5) Broken Authentication / OTP and account enumeration 

Severity: High​
Affected: Password reset / OTP flow​
PoC: Forgot-password flow reveals whether an email is registered; OTP attempts allow 
limited guessing but leak account existence. 

Impact: Attackers can confirm accounts and attempt targeted attacks (OTP guessing / 
phishing).​
 Remediation: Do not reveal account existence in responses, enforce strict rate limits, 
shorten OTP lifetime, and add monitoring for abnormal attempts. 

 

 

 



 

6) Broken Function-Level Authorization / HTTP verb misuse 

Severity: High​
 Affected: Video management endpoints and admin features (PUT/DELETE/GET)​
 PoC: Changed HTTP method and ID values; server accepted unexpected verbs and 
returned admin-related responses or allowed deletion when ID changed. 

 Impact: Users may perform actions reserved for admins or access restricted information.​
 Remediation: Enforce role-based checks server-side for every function and restrict 
allowed HTTP methods per endpoint. 

7) Server-Side Request Forgery (SSRF) via mechanic callback URL 

Severity: Medium​
 Affected: mechanic_api callback / contact-mechanic form parameter​
 PoC: Replaced callback URL with https://google.com and server followed it — server made 
outbound request to attacker-controlled URL. 

 Impact: Attackers can make server contact internal services or external endpoints, 
potentially exposing internal resources.​
 Remediation: Allowlist outgoing domains, block internal IP ranges, and validate/sanitize 
submitted URLs. 

8) Unrestricted resource consumption/rate limiting gaps 

Severity: Medium​
Affected: contact-mechanic repeat count/endpoints with repeat parameter​
PoC: Repeat parameter accepts up to 100; above that service becomes unavailable — 
indicates insufficient server-side limits. 

 Impact: Resource exhaustion leading to partial denial of service.​
 Remediation: Implement server-side rate limits, per-account and per-IP quotas, and input 
bounds checking. 

 

 

 

 



 

9) Excessive data exposure/security misconfiguration (metadata) 

Severity: Low​
 Affected: Community comments, uploaded video metadata​
 PoC: Public pages display user emails and internal device paths. 

 Impact: Extra information helps attackers craft targeted attacks.​
 Remediation: Remove or redact sensitive metadata from public views; sanitize uploads. 

RISK/PRIORITISATION 

Immediate (0–7 days) — Fix BOLA/IDOR and JWT verification issues (Findings 1 & 2).​
 High (7–30 days) — Fix mass-assignment, injection points, authentication/OTP issues, 
and function-level auth (Findings 3–6).​
 Medium (30–60 days) — Implement SSRF protections, rate limits, and server-side 
bounds (Findings 7–8).​
 Low (60–90 days) — Remove excessive data exposure, harden config and monitoring 
(Finding 9). 

CONCLUSION 

1.​ Emergency (today): Disable endpoints that return other users’ data by ID or 
enforce ownership checks; reject unsigned JWTs; add temporary WAF rules blocking 
obvious attack patterns.​
 

2.​ Fixes (7–30 days): Patch injection points, rework order/payment logic so server 
computes totals and handles refunds, harden OTP and authentication flows.​
 

3.​ Hardening (30–90 days): Add rate limiting, SSRF allowlists, strict role checks, 
input validation, and DB least-privilege.​
 

4.​ Long-term: Integrate secure development practices (parameterized queries, 
server-side validation), automated security tests, and plan a re-test after fixes. 

 

 



 

APPENDICES (screenshots, requests/responses, commands). 

1.​ Broken Object Level Authorization 

 
Being able to view another users data 
So below is jux request and response as captured in burpsuite 

 
 
Below is baba car _id 

 
By changing the request of Jux request to Baba’s request that is his car_id we get. this  

 
By being able to know other car_id I’m able to view data of other vehicles e.g the current 
location of the car, owner and owner’s email. 



 

 
By navigating to the community tab we can get to see various vehicle id and we can use it to 
see other users data. 

 
Using other vehicle Id we can still achieve this. 
 
We can contact a mechanic from the dashboard. So we decided to report a car issue and got 
this from the burpsuite  

 
 



 
 
 
We decided to view the report by trying to change the report_id parameter with various 
data. 

 
The above shows our report. 
So we sent it to the intruder to try out various values in the report_id to see mechanic 
reports of other vehicles. 

 
Here is the output 

 
 
This shows that report_id 1-10 exists, for POC i’ll use ID 4 and here is the data. 



 

2. Broken Authentication  

Trying to get access another persons login credentials 
Once you logout and click forgot password, one is asked to enter their email where an OTP 
is to be sent. The email must be a registered user or you'll get an error. After inputting the 
correct email one gets the OTP sent to the email provided, where next you input the OTP 
and new password. 
Trying to manually bruteforce it, you get allowed to guess it for only 10 chances and get an 
error. 

 



 

 



 



 
 
 

 3. Broken Object Property Level Authorization 

Excessive data exposure 
Refers to revealing too much information that isn't required to be published. 
When you go to the community tab you get to see critical information of other users since 
they commented on something. 

 
Information like email, vehicle id shouldn’t be displayed. 
 
When uploading a video in the user account we see that it displays information about the 
internal storage of the device, showing critical information like where the video is from. 

https://owasp.org/API-Security/editions/2023/en/0xa3-broken-object-property-level-authorization/


 
 

4. Unrestricted Resource Consumption 

Lack of Resources & Rate Limiting: APIs may not enforce limits on the number of requests, 
leading to abuse. 
In the contact mechanic option there is the ability to change the 2 options highlighted 
.below  

 
So we decided to try and change the 2 values to see what the set parameter does: 

 
We dug a little dip to see what is the set number of repeats that one can do without taking 
the site/services offline and got to the conclusion that it is 100. The rate limit is set from 
1-100. Above this the service goes offline rendering availability inaccessible. 

https://owasp.org/API-Security/editions/2023/en/0xa4-unrestricted-resource-consumption/


  

5. Broken Function Level Authorization 

 
Insufficient checks on user permissions for specific functions can lead to unauthorized 
access. 
We changed the video name from our profile page.  
So we went and updated the name and got this success message. 

 
 
We went to burp and saw the HTTP option in use is PUT and got curious to see if possible to 
change to other options. 

 
Tried to change it to get, delete and to my surprise it was accepted and got some valuable 
information that we need to be logged in as an admin to perform the task. 

https://owasp.org/API-Security/editions/2023/en/0xa5-broken-function-level-authorization/
https://owasp.org/API-Security/editions/2023/en/0xa5-broken-function-level-authorization/


 
However, in the request the user api can be changed and we tried to use the admin to see if 
it will be successful.  

 
This just allowed me to delete my own video and not other users, however there is an ID 
parameter after video so we tried to change and see if we can delete other users' video by 
changing the ID. Used intruder to change to come up with video ID available 

 
The response side: 



 

6. Unrestricted Access to Sensitive Business Flows 

Mass Assignment: APIs may allow users to modify object properties that they should not 
have access to. 
 
We went to the shop page to try out and see if we could get an item for free. 

 
Purchased the wheel to observe request 
We got to see the http request allowed and tried them out.  
 

https://owasp.org/API-Security/editions/2023/en/0xa6-unrestricted-access-to-sensitive-business-flows/


 
Added a json string “status” on the request side to see if it is successful 

 
Added returned since it is one of allowed status value and meets the objective to return the 
item. 

 
Was able to be refunded the money as well as item returned 



 
 



 
We want to try and see if it's possible to top up more money so will create a new order 
where we will have to create a new order.  

 



 
Since we manipulated the quantity to 500,000 and the price of 1 is $10 so multiplying it to 
get $5,000,000 but remember we initiated a request for 1 so the balance will be 5,000,090 

 



 
 



 
Trying to alter the video conversion parameter. 

 
Got success by being able to change the conversion_params. 

7. Server Side Request Forgery 

SSRF is a type of security vulnerability that occurs when an attacker can manipulate the 
requests made by a web application to access resources on the server or other internal 
systems that they should not have access to. 
In the contact mechanic form there was a URL that was being used on the request.  

https://owasp.org/API-Security/editions/2023/en/0xa7-server-side-request-forgery/


 
We will change the value of mechanic_api to https:google.com and see if it will respond. 

 
It successfully responded to the google.com  
 
 
8.  Security Misconfiguration 

An attack vulnerability that attackers tend to use is injection. For databases 2 ways are 
using SQL injection for databases using SQL and NOSQL for databases not using SQL such as 
MongoDB, Redis, Cassandra, Neo4j, 

NOSQL 
 
NoSQL Injection is a type of security vulnerability that occurs in applications that use 
NoSQL databases, such as MongoDB, Cassandra, or Redis when user-supplied data is not 
properly sanitized or validated before being used in database queries. 

http://google.com
http://google.com


 
In the shop page there is the option to add coupon code and this is its request captured. 

 

 
Using NOSQL payload i used { “$ne“:1} in the user input  ($ne​ not equal) 

 

https://github.com/swisskyrepo/PayloadsAllTheThings/tree/master/NoSQL%20Injection


We can use the coupon and see if it works, the initial Available Balance was $5000090 

 
The Available Balance now is $5000165 
 

Sql injection 

 
Trying to repeat the process we get the above error saying the coupon is used. 
It led us to try and see if it is liable to SQL injection. So we used the payload ‘ or 1=1--  and 
to our surprise it accepted, meaning its vulnerable to SQL injection.  



 
So trying to know the type of the database. Using various payloads that we got from SQL 
injection we settled on ‘; select version() since that was what we ran successfully. 

 
The database is a POSTGRESQL version 14.19. 

9.  Improper Inventory Management 

Trying to see if there is an endpoint that doesn’t need authentication permissions, checking 
if the user claiming to be the person is indeed the person. 
Created a new order order ID 36 to capture its request: 

 
So we will try to remove the authentication token to see if we will get to see the data 
without being verified. 

https://portswigger.net/web-security/learning-paths/sql-injection/sql-injection-examining-the-database-in-sql-injection-attacks/sql-injection/examining-the-database/querying-the-database-type-and-version
https://portswigger.net/web-security/learning-paths/sql-injection/sql-injection-examining-the-database-in-sql-injection-attacks/sql-injection/examining-the-database/querying-the-database-type-and-version
https://owasp.org/API-Security/editions/2023/en/0xa9-improper-inventory-management/


 
We are still able to see data without the token.  
 

10. Unsafe Consumption of APIs 
 
JWT Token 
A JWT (JSON Web Token) is a compact, URL-safe means of representing claims to be 
transferred between two parties. It is commonly used for authentication and authorization 
purposes in web applications. JWTs consist of three parts: the header, the payload, and the 
signature. The header and payload are Base64Url encoded JSON objects, and the signature 
is used to verify the integrity of the token. 
 
Went to the dashboard page to get requests. 

 
We forwarded it to the repeater where we used the JSON web token. We changed the 
header alg: RS256 to none as well as removed the signature to empty.  

https://owasp.org/API-Security/editions/2023/en/0xaa-unsafe-consumption-of-apis/


 
We wondered if it's possible to view other users' data so we changed the sub field to other 
users' email obtained from community and previous tasks above. 

 
We were able to get admin information. 
 


	Penetration Test Report  
	CONFIDENTIAL 
	 
	 
	 
	 
	 
	 
	EXECUTIVE SUMMARY 
	 
	SCOPE AND RULES OF ENGAGEMENT 
	METHODOLOGY & TOOLS 
	FINDINGS 
	1) Broken Object Level Authorization (BOLA / IDOR) 
	2) JWT token tampering / unsigned token acceptance 
	3) Mass assignment / Business-flow manipulation  
	4) NoSQL / SQL Injection (database injection) 
	5) Broken Authentication / OTP and account enumeration 
	 
	 
	 
	 
	6) Broken Function-Level Authorization / HTTP verb misuse 
	7) Server-Side Request Forgery (SSRF) via mechanic callback URL 
	8) Unrestricted resource consumption/rate limiting gaps 
	9) Excessive data exposure/security misconfiguration (metadata) 

	RISK/PRIORITISATION 
	CONCLUSION 
	 
	 
	 
	APPENDICES (screenshots, requests/responses, commands). 
	2. Broken Authentication  
	 3. Broken Object Property Level Authorization 
	4. Unrestricted Resource Consumption 
	  
	5. Broken Function Level Authorization 
	6. Unrestricted Access to Sensitive Business Flows 
	7. Server Side Request Forgery 
	8.  Security Misconfiguration 
	NOSQL 
	Sql injection 

	9.  Improper Inventory Management 
	10. Unsafe Consumption of APIs 




